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What 0s New

Change Description Release Date

Initial Release Document release

Doc v3.0.0 Updated for Wowza Medig October 7, 2011
Server 3

Doc v3.0.1 Updated Wowza Transcod November 18, 2011
Win requirements

Doc v3.0.2 Updated Trademarks January 10, 2012

Introduction

What isVowza Media SER%zr

owza Media Senrs highperformancegxtensible and fully interactvedia

streaming softwaptatformthatprovideslive and ordemand streaming, chat and

remote recording capabilitieawide variety of media plagehnologiedVowza
Serveran deliver contetd many popular mediaagers such aslobé Flasl? Player,
Microsoft Silverligfitplayer, Apple iPhofigiPad and iPofl touch and Apple QuickTiffie
player (version 10 or greater), Anétosinartphones and tablets, and IPTV/OT Regthoxes
among other$Vowza Media Sen&indudes suppofor many streaming protocols including
the Reallime Messaging Protocol (RTMW®i;rosoft Smooth Stresng, Apple HTTP Live
Streaming (HLSRealTime Streaming Protocol (RT$®ash HTTP Streaming protodeéal
time Transport Protocol (RY,MPEQ Transport Streams (MPEIS) and more. Itis an
alternative to the Adobe Flash Media Server products (FMIS andApdieStreaming Server
(Darwin) Microsoft IIS (Internet Information Services) other media servers.

For the most up to dateformation, tutorials and tips, visit the Article section UYtheza
forums:

http://www.wowza.com/docredirect.php?doc=forumsHome

To get started quickly wittiowza Media Sen&isee tie Quick Start Guide

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
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Real -Time Messaging Protocol ( Adobe Flash Player )

Wowza Media Sen&communicates with tAelobeFlash playarsing the Redlime
Messaging Protoc®TMP). Wowza Servean deliver muibitrate live and edemand media,
data and remote procedure call information to and from the Flash player usinij RTMP.
supports media streaming as well as other features swalednbjects, video recording, video
chat, remote predure calls and moowza Media Sen&supports all video and audio
formats that the Flash player supports:

Video

H.264

VP6

SorensonSpark
Screen Share codec

= =4 -4

Audio

AAC,AAC Low Complexity (AAC LC), AAC High Efficiendéyand vZHE-AAC)
MP3

Sper

NellyMoser ASAO

= =4 -4 A

Wowza Serveupportdive variants of the protocol: RTMRTMPE (encrypted RTMP),

RTMPT (tunnelingRTMPTE (encrypted RTMPT) @REIMPSRTMPT over SSLRTMP is

the base protocol and is the most efficient amstiafdihefive varians. RTMPT is a tunriedy

variantof the RTMP protocol that can be used to tunnel through firewalls that employ stateful
packet inspectioRTMFE and RTMPTEare encryptedarians of the RTMPand RTMPT

protocot thatsecure the data being transmitted betivedtlash player adowzaViedia

Serve WowzaServemcludes bdirectional support for Action Message Format (AMF) AMF3
and AMFO for data serialization (AMF3 was introduced in Flash Player 9 and ActionScript 3.0).

Flash HTTP Streaming (Adobe Flash Pla  yer)

Wowza Media Seng&can strearadaptive bitrateze and video on demaoohtent to Flash
player 10.1 or greater using the Flash HDyrlamicStreamingHDS)protocol FlashHDS is a
chunk based streaming protocol that uses HTTP for delivery.iAltmetking and packaging
necessary to deliver a stream using this protocol is perfoivMaazaperverFlash(HDS)is
referred to in theVowzaServedocumentation and configuration filesagssesreaming.
When streamingdeo on demancbntentWowzaSerer supports MPfles(QuickTime
container) and MP3 fil@<LV files are not supported at this tirAs)of the writing of this
documentWowza Serveupports the following video and audio codecs when using this
streaming protocol

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
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Video

1 H.264

1 VP6(live only)

1 SorensonSpakve only)

1 Screen Share codkee only)

Audio

AAC,AAC Low Complexity (AAC LC), AAC High Efficiency v1 andHi£2AAC)
MP3

SpeeXlive only)

NellyMoser ASA@ive only)

= =4 -4 A

Apple HTTP Live Streaming (iPhone, iIPad, iPod touch

Qui ckTime and more )

Wowza Media Seng&can strearadaptive bitrateze and video on demand H.264, AAC and
MP3 content taOS based devic@BhonéiPad/ iPodTouchiOSversion 3.0 or greater)
QuickTimeplayer (version 10 or great®afafi browser(versdn 4.0 or greatesnd other

devices such as the Rdkattop boxand some brands of Smart Tiéég the Apple HTTP

Live Streamin@HLS)protocol. AppldHLSis a chunk based streaming protocol that uses HTTP
for delivery. All media chunking and packagiogssary to deliver a stream using this protocol is
performed byVowza ServeMWowza Servaupporsthe encrypted version of the Apple HTTP
Live Streaming protocol which uses &bit2&rsion of the Advanced Encryption Standard
(AES128). AppleHLSisreferred to in the&Vowza Servelocumentation and configuration files
ascupertinogreaming.There is also théility to specify a play start time and duration for

HTTP streaming

Wowza Media Server 3 has the ability to send timed data eventsStipldgeiGn the form of
ID3 tags.More detailed information regarding this feature can be found in the following article:

http://mwww.wowza.com/docredirect.php?darsefulCodeCupertinoTimedDataEvents

Wowza Media Serv@mpopulates the playlist file with metadata that describes each of the
available stream a multibitrate presentatiorfhis enables the iOS based players to
intelligently select the appropriateastrs based on capabilities of the hardware device.

As of the writing of this document the iPhaRadand iPod toucfiOSdevicessupport the
following media formats:

Video

1 H.264

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
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Audio

1 AAC,AAC Low Complexity (AAC LGjligh Efficiency AAC vAHE-AAC)
17 MP3

Microsoft Smooth Streaming (Microsoft Silverlight)

Wowza Media Sen&can stream mutitrate live and video on demand H.264, AAC and MP3
content to the Microsoft Silverlight playdindow§ Phone 7 devices and other devisisy

the Smooth Streaing protocol.Microsoft Silverlight scrossbrowser, crogslatform

technology that exists on many personal computing d&wessth Streaming is a chunk based
streaming protocol that uses HTTP for delivsiiynedia chunking and packagiegessgito
deliver a stream using this pcot is performed Byyowza Serveso there is no need for an 1S

7 server

The following media formats can be used when streaming to the Silverlight ply@vuaing
Server

Video
T H.264

Audio

1 AAC,AAC Low ComplexityAAC LC), AAC High Efficiency vl and YIECAAC)
1T MP3

Real -Time Streaming Protocol s (QuickTime, VLC, 3GPP

Devices, Set -top Boxes )

Wowza Media Seng&can stream live H.264, AAC and MP3 content to players and devices that
support the Real Time Streaningtocol (RTSP), Reaahe Transport Protocol (RTP) and

MPEG2 Transport Stream protocol (MRES). This includes players and devices such as
QuickTimeplayer(version 10 or greatevideoLAN VLC player, s&ip boxes andGPP
devicesWowza Servean &0 accept incoming streams from encoding devices that use these
same protocol§Vowza Serveupports RTP and MPETS in and out over UDP as well as
Multicast.In additionWowzaServesupports interleaved RTSP/RTP (RTP over the RTSP

TCP connection) arRITSP/RTP tunneling (RTSP/RTP over HTTP) which enables

RTSP/RTP to be delivered in network environments that do not allow UDP transmission

Wowza Serveupports the following RTSP, RTP and MAB3pecifications:

RTSP rfc2326
RTP: H.264 rfc3984QuickTime Generic RTP Payload Format
RTP: MPEG2 (video) rfc2250
RTP: MPEG4 Part 2 rfc3106

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
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RTP: AAC rfc3640rfc30161SO/IEC 144963
RTP: MP3 rfc2250

RTP: Speex rfc5574

RTP: G.711 rfc3551

MPEG-TS ISO/IEC 138181

MPEG-TS over RTP rfc2038

Wowza Media Seawv3 providethe ability to specify a specific stream, a spanijigage or
a specific audio or video track of an MPESsstream. Query parameters are part of the
udp:// URL inside of a .stream file. There are four options for sglacttream. Tlypery
parameters can be foundhis online article.

Video and Audio Streaming , Recording and Chat

Wowza Media Sengcan stream live and video on demand content to nfangndiplayer
technologiesWowzaViediaServe supports the followingdeo on demanide formats: FLV
(Flash Videe .flv), MP4 (QuickTime containemp4, .f4v, .mov, .m4v, .mp4a, .3gp, and .3g2)
and MP3 content (.mp3)VowzaServeran accept liwgdeo and audio streafrom encoders
that supporthe following protocol® TMP, RTSP/RTP, native RTP and MRES Wowza
Servecan record any incomiliage stream to either the Flash Video (FLV) or MP4 (QuickTime
container) format

WowzaMediaServeR is able to read and wra®FO and AMF3 data events to and from

MP4 files.In addtion, Wowz&ervesupports MP4 multanguage subtitle and audio
tracksMore information is availabletlims online article:

http://www.wowza.com/docredirect.php?doc=filewritingMP4DataEvents

Wowza Media Seng&can be used to-stream SHOUTcaahdlcecasfMP3 AAC and
AAC+) audio streams as well as IP Camera streams (H.264, AAC)aodéRBpported
player technologie®/owza Servevill maintain a single connection bat¢keorigiralsource
stream while delivering the stream to multiple playevsza Servés also able to forward the
embedde@&HOUTcast and Icecasetadata sh as song title and artist to AuwbeFlash
player clieres metadatarhe SHOUTcast example that shipsWitivza Servdiustrates
these capabilities.

Wowza Media Sen&can deliver twaway videpaudioand texthat to the Adobe Flash player.
This feature can be leveraged to deliver video comfgeppticationsr twoway messaging
applications

Wowza Transcoder E AddOn

The Wowza Transcod@ddOnprovides the ability to ingest a live stream, decode the video
and audio, and theneacode the stam to suithe desired playback devicésowza

Transcoder is a real time video transcoding and transrating solution. It can decode and re
encode audio and video in multiple formats properyatag aligned for muhitrate

delivey. Here are a fewommon scenarios:

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
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TranscodeTake in a nohl.264video andhonAAC/MP3 audiomedia stream and convert
it to a properly key frame aligned set of H.264 &tAIP3adaptivéitrate media streams.

TransrateTake in a H.264 video and AAC/MP3 audio streancraiate a full set of bitrate
renditions that are key frame aligned to the source stream for adaptive bitrate delivery.

The Wowza Transcoder supports the following video and audio formats:

Video (decoding)
1 MPEG2
1 MPEG4 Part 2

Video (encoding)
1 H.264

Audio (decoding):
1 MPEGL1 Layer 1/2
1 MPEG3
1 Speex
1 G.711 (mdaw and daw)

Audio (encoding):
1 AAC

Full information regarding the Wowzanscodecan be found in the
Wowza Transcode U s e r énd theQNowza éorums at:

http://www.wowza.com/docredirect.php?doc=forumsHome

Wowz a n DVARIONn (beta)

Wowza nDVRAddOnprovides the ability to record a live stream icastae on Wowza Media

Server 3 while allowing users to play or pause a live stream, rewind to a previously recoded point,
or resume viewing at the current live point. Customization is possible through XML

configurations and the available ABEtup for leent playback of recorded streams is similar to
playback of live streams frotfowza Media Server 3

Full information regarding the Wowza nDVR can be found in the
Wowza nDVR AddOtJ s e r 6 sand@e Waowea forums at:

http://www.wowza.com/docredirect.php?doc=forumsHome

Wowza DRANEON

Wowza DRMAddOnN provides integration with third party Digital Rights Managemen
(DRM) Key Management Systems (KMS) to add on the fly encryption for both live and
video on demand workflow=or the live workflow, encryption gream is available with
the ability to rotate keys. For thedeamand workflow, encryption faesset or pesession

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
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is available with the ability to rotate k&gth live and video on demand key rotation
support is available for Apple HLS atnéng.

As of this writing, integration for Verimdt"k CASE f or HLS pl a$back wit
clients for iPhone/iPadPC and sebp boxes and Microsoft PlayRé&afdy Silverlight
smooth streaming client playback is supported.

Full infarmation regarding the Wowza DR&h be found in thé&/owza DRM online
tutorialand the Wowza forums at:

http://www.wowza.com/docredirect.php?doc=forumsHome

Extending the Server

Wowza Media Seniis built using Java technology. The seswdne exteledby writing

custom Java classes that are dynamically loaded at &erinereextensiofaso referred to as
modulesjun at the full speed of the servime server includes a rich API to interact with and
control the streaming proce®gowza Seprships with several example server extensions. See
the chapteExtending Wowza Media Server Blsing Java Visit the Article section of the
Wowza forum$or code examples.

Adobe Flash Pla  yer Features

Wowza Media Sengincludes support for two Adobe Flash specific features; Remote Shared

Objects (RSO) and-thirectional remote procedure calls. Remote Shared Objects are an

extension of ActionScripobjects that enables thachronizatin of sharedbject data between

Flash players on the same or different client machines. Shared data is synchrowoedzby the
Serves er ver through an event based synchronizat
the server to maintain data ass®Essions.

Bi-directional remote procedures ea#ia way for ActionScript code running in the Flash player
to invoke methods and pass daiWtwvza ServekVowza Servean in turn invoke methods

and pass data to the Flash player. This enabtdiemitberver applications to be built using the
Flash player afowzaServerThese features are available when using the RTMP protocol.

Server Architecture

Wowza Media Sen&is a purdavaserver. It is written ilavaandcanbe extended dynamically
usingcustom Java class&®wzaServecan be deployed in any environment that supports the
Java and Javavirtual machiner laterWowzaServers fully 64bit compliant. It is architected
to be highly mulhreaded and can take full advantageitifcorehardwareAll logging is

done using the log4j logging componentalwes th&V3CExtendedCommon Log Brmat
(ECLF).

Wowza Media Sen&was architectdcbm the ground uf handle multiple streaming
protocols.The server side API is dggdio make it easy to control the streaming process of
each of the supported streaming protocols and player technStoggesing is controlled

through the creation and configuration of a streaming application. A single application can be

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
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configuredo simultaneousheliver live or video on demand content to multiple player
technologies.

Wowza Media Sengincludes the ability to share a single server using a virtual hosting
configuration.Virtual hosts can be configured with their own systeangesmd streaming
limitations.

Wowza Media Server 3 Editions
Wowza Media Seng&comes in five editions: Trial, MontBlgjly,Perpetual and Developer

Trial Edition The free TriagEdition provides fullunrestricted functionality of
Wowza Media Sengand AddOnsutislimited to 30 days of
usefrom the date of issadd theWowzaTranscodél! streams
contain audio/video watermarks. Other restrictions apply aj
described in the Wowikkedia SoftwargULA.

Monthlyor Daily These licenses prdeiful] unrestricted functionality of Wowze
Editions Media Server 3 and AddOns, and allow the use of an unlin
number of server instances and AddOns under a single licf
key.TheMonthlyandDailyEditions differonly in payment
terms. The use of thesditions is further perrted on
Amazoi? Elastic Comput€loud® (8EC2) and other
computing cloud environments. See WaXetha Software
EULA for more information.

Perpetual #ition The Perpetudldition provides fujlunrestricted functionality of
Wowza Medi&erver Jout requires separate license keys fol
eachserver In addition, eachddOnfeature is licensed
separately. Wowa®VR™ AddOnandWowzaDRM™
AddOnlicensegprovide unlimited connection capacity per
instanceEach Wowza nDVR and Wowza DRM lieansast be
used with a Wowza Media Server 3 Perpetual Edition licen
EachWowzarlranscoder AddOlicenses limited to two
incoming channels (streams) and an unlimited number of
outbound streanger Wowza Media Server 3 Perpetual Edit
licenseMultipleWWowzaTranscoder AddOlicensesan be
stacked on a singMowza Media Server 3 Perpetual Edition
licensdor additional channel capacity. See Wileda
SoftwardEULA for more information

Developer Hition The Developer Edition provides full, unretd functionality of
Wowza Media Server 3 and AddOns, but is limited to 180 f
use from the date of issue, and is further limited to ten (10)
concurrent connections with live streaming restricted to ong
inbound and nine (9) outgoing streams\Wdwza Transcoder
streams contain audio/video watermarks. See Wowza Mec
Software EULA for more information.
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Server Installation

How doihstalWowza Media S&¥er

owza Media Senris a small and powerfialvaserverBelow are the itrsictions
needed to choose the correct version of Java and install\AGlodvasaserver

Before Installation

Wowza Media Sengis a Jav@(aka B) and Java 7 (aka Japplication. To run, it requires the
installation of a Ja@ar greater runtimeneronmen{JRE) To develop server side applications,
a Java Development Kit (JDK) ver€ianm lateris required. The server also implemel#sa
Management Extensiodd) interface thatan be usketo manage and monitor the server

One of the ma popular IMX consoles is JConsole, which shigeendDK WowzaMedia
Server 3 also includes an Add@nscoder feate which is only available #Mindows or

Linux when using a & operating system andl@tversion of the Java VM.

So what des this all mean? If you are developing server side applications or are going to monitor
a local or remot&/owzaServeryou need to install Java Development Kit veg$aka B) or 7

(aka 1.7) agreater. If you are simply deploWwayvza Servéor production usghen you need

only install a Java runtime environment vesgeka B) or 7 (aka 1.0r greaterWe

recommend installing the most recent version of the Java JDK or JREplatfpoun.

We do, however, recommend runningaitézpeating system along with the most recehit64

version of the Java JDK or JRE for your platforander to obtain the best performance

Note

We suggest that you depldgwza Media Sen&under the most reced-bit version of either

the Java Developntdfit (JDK) or Java Runtime Environment (JRE) available on your platform
running under a it OS On the Windows platform the Java Runtime Environment does not
include theserverruntime environment (which is explained in the tuning instructions). This
environment is included with the Java Development Kit. For thiswbasominning on
Windows we suggest installing th&JD

Once you have your Java environment installed and configured, you cdhatdlidaterrect
by opening a command prongirimand shell) amateringhe commanghvadversion |If
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correctly installed and configured, it will return a version nilvatlisrequal to or greater than
16.

Note

TheSupport section of the Wowza website contains additional information andhéiiks to
with obtaining the correct Java environaedtoolsor your platform. You can visit this site
at: http://www.wowza.com/forums

Note

Wowza Media Sengon the Windows platform uses the JAVA_HOME enment variable

to determine the location of the Java environment under which to run. If you have problems
startingVowza Media Serveo Windowsdouble check to be sure the JAVA HOME variable
IS pointing to a Jagqaka ¥) or greater Java enviromnéVhen making changes or upgrades

to your Java environment that ratgctthe installation pathe sure to update the

JAVA_ HOME variable to point to the new locatibhe JAVA _HOME variable should point

to the base folder of the Java installatibrs i3 the folder that contains ke folder.

Installing the Server

On theWindowsand Mac OS Xlatforns Wowza Media Seni&is installed usgy aninstaller.
On Linw®, Solari8and other Unikbased platformthe software is installed usingglf
exracting binary installeFhese are available for download at:

http://www.wowzacom/pricing/installer

The most up to date information about the installptioress can be found in the articles
section of the Woxa forums.

http://www.wowza.com/docredirect.php?doc=forumsHome

Windows

To instalWowza Media Sen&on Windowsgoubleclick the installéile and follow the
instructions on the s&n During the installation process you will be asked to enter the product
license keyYou cannot proceed with the installation until you have entereticenséickey

There is information below on how to changeliamnse kel you need to upgde your server
licenseFiles will be installed to the following location:

/ Program Files (x86)/Wowza Media Systems / Wowza Media Server 3.04

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
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Note

To run the Wowzarénscoder on édit Windows Serv@008 the following twabmponents
are required

* NET Framework 3.5.1 Feature
* Desktop Experience

Here you will find documentatjaerver application files and foloier conf, content, examples,
lib and logs

To uninstall, choodéninstall Wowza Media Servefrom theStart>Programs3Vowza
Media Servei3.0.4menu.

Mac OS X

To instalWowza Media Sen&on Mac OS X, mount the disk image (deciik .dmg) file,
doubleclick the installer package (.pkg) file and follow the instructions on thd-geseeth be
installed to the following locations.

/Applications/ Wowza Media Server 3.04 - server startup/shutdown scripts
& documentation
/Library/  WowzaMediaServer - server application files and

folders: applications, bin, conf,

content, examples, lib and logs
/Library/LaunchDaemons - background servi ce script

com.wowza. WowzaMediaServer .plist

The first time you run the server in standalone mode you will be asked to dintsrsgokey
Thelicense keig stored in théle /Library/ WowzaMediaServéconf/ Server.license

There is information beloyn how to change yolicense kei§ you need to upgrade your server
license.

To uninstall, throwhe followindoldersandfilesinto the trash.

folder: /Applications/ Wowza Media Server  3.04

folder: /Library/  WowzaMediaServer - 3.0.4

symlink: /Library/  WavzaMediaServer

file: /Library/LaunchDaemons/com.wowza. WowzaMediaServer .plist
Linux

To installon Linuxsystem$ollow the steps below:

Red Hat Package Manager Systems
sudo chmod +x WowzaMediaServer -3.0.4 .rpm .bin
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sudo ./ WowzaMediaServer -3.0.4 .rpm .bin

To uninstall:

sudo rpm i e WowzaMediaServer -3.0.4

Debian Package Manager Systems

sudo chmod +x  WowzaMediaServer -3.0.4 .deb.bin
sudo ./ WowzaMediaServer -3.0.4 .deb.bin

To uninstall;

sudo dpkg T - purge wowzamediaserver

You will be asked to agree to\th@wza Media $ftware End User License Agreement
(0OWowza Medi a S dhepackage reandgdill Exikatt)and install the files in
the/ usr/local/ WowzaMediaServeB.0.4directory. The server will be installed as the root
user.The first time you run the senrestandalone mode you will be asked to enteicgmae
key Thelicense keig stored in théle /usr/locall WowzaMediaServdconf /Server.license
There is information below on how to changeliamnse kel you need to upgrade your server
licene.

Other Linux and Unix Systems

To install the server ather Linux and Unix based systesush as Solamigen a terminal
window. DownloadWowzaMediaServeB.0.4tar.bin to anydirectoryand execute the self
extractingnstaller:

sudo chmod +x  WowzaMdiaServer -3.0.4 .tar.bin
sudo ./ WowzaMediaServer -3.0.4 .tar.bin

You will be asked to agree toWewza Media Software EULA The selextracting installer

will install the files in tHesr/local/l WowzaMediaServeB.0.4directory. The server will be
instaled as the root usefhe first time you run the server in standalone mode you will be asked
to enter youlicense keyThelicense keig stored in thile

lusr/local/ WowzaMediaServeéconf /Server.license There is information below on how to
change yuar license kel you need to upgrade your server license.

To uninstall:

sudo rm Trf WowzaMediaServer -3.0.4
Starting and Stopping the Server

Windows: Standalone

On WindowsWowza Media Sen&can be started in standalone mode frorStdremenu:
All Programs>Wowza Media ServeB.0.4Wowza Startup/Shutdown.
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The server can also be started from a DOS command prompt. ToapethessDOS
command prompnd execute the following commands

cd %WMSAPP_HOMEBN
startup.bat

To stop the server open anotb@mmand prompt and execute the following commands:

cd %WMSAPP_HOMEBN
shutdown.bat

Windows: Service

To start the server as a Windows sefroce theWindows Startmenu, enteBervicesto the
search fieldA list of search results will be displagetkctServicesfrom the results. Scroll down
the list until yolocate th&Vowza Media Server 8ntry. Next, right click on the entry and
selecBtartfrom the context menu. To stop the server stigafrom the same context menu.
To configure theervice to run each time Windows restarts, Bedpetrtiesfrom the right click
context menu, s8tartup typeto Automatic and click th€©K button to close the dialog.

Note

By default the Windows service is running undeotiaé System Account Thiscan limit how
Wowza Media Servecan interact with the underlying operating system. For example you might
not be able to connect\Wdowza Media Serveu§ing JConsole/JMar you may have issues
streaming content from UNC paths. To address thesenssilisthe service to run as a

named user in theg On tab of the service properties dialog.

Note

The hardwar acceleration (nVIDfACUDA® andintef® QuickSync™) used by the Wowza
Transcoder isnly avdable when running Wowza Mediav&r3 as a sindalone application.

The hardware acceleration will not be available when Wowza Media Server 3 is invoked as a
service.

Mac OSX: Standalone

On Mac OS X the server damstarted in standalone mode either by invoking it fr@@erirer
Startupscript i/Applications/ Wowza Media ServeB.0.4or by opening &erminal
windowand entering the following commands:

cd /Library/ WowzaMediaServer /bin
JIstartup.sh

To stop the server open another Terminal window and enter the following commands:
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cd /Library/WowzaM  ediaServer/bin
Jshutdown.sh

Mac OSX: Service
To start the server as a Mac OS X launchd service, Tapennal window and enter:

sudo launchctl load - w /Library/LaunchDaemons/com.wowza. WowzaMediaServer .plist

To stop the service, enter:

sudo launchctl u nload - w/Library/LaunchDaemons/com.wowza. WowzaMediaServer .plist

Linux: Standalone
To start the server in standalone mode on Linux, open a command shell then enter the following
commands

cd/ usr/local / WowzaMediaServer /bin
JIstartup.sh

To stop the serventer:

Jshutdown.sh

Linux: Service

To start the server as a Linux seromen a command prompt and epta of these two
commands (it differs based on your Linux distribution)

/sbin/service WowzaMediaServer start
or
fetc/init.d/ WowzaMediaServer sta rt

To stop the servigenterone of these two commands

/sbin/service WowzaMediaServer stop
or
[etc/init.d/WowzaMediaServe r stop
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Note

The method of running init.d based services may be different on different Linux distributions.
Please consult younux manual if these instructions do not apply to your Linux distribution.

Note

The Linux services script subsystem does not use the full $PATH definition to determine the
location of Linux commandk uses what is known as thie path. This cande to an issue on
Linux distributions where the default installation location for Javabesionnd by applying

theinit path. See thisupport articléor more information:

http//www .wowzacom/docredirect.php?doc=tipsJavalnstall

Entering a New License Key

License keys for all Wowza prodWwwza Medi&erveB and ADddOns, are stored in [install
dir)/conf/Server.license.

%WMSCONFIG_HOMES#Gf \ Server.license - Windows
[Library/WowzaMediaServer/conf/Server.license - Mac OS X
lusr/local/WowzaMediaServer/conf/Server.license - Linux/Unix

Monthly or Daily Edition subscribers will have a single license key.
Perpetual Editions users may have more tigakey to enable purchased AddOns.

To change or add a license key, edit this file using a text editor and enter each new license key on a
new line. Upon next launch of the standalone server, the new license will be in effect. The licenses
are additive, sghen adding additional licenses, retain the original license information in the file

and add each new license key on its own new line. The order that the keys are listed is not
important. The first and last five digits of the license key will be disgiagednsole window.

Example Server.license file for a Perpetual Edition user with a Wowza Media Server 3 license key,
two Wowza Transcoder license keys and one Wowza nDVR license key.

SVRP3 LaGpG ZrTD9 - F4Y3S- a9bR2- h5t3C
TRN23 Ry6ge- 4mT8J- yKj2W- 4N5sH- 2Td3a
TRN23 y9Gj2 - kneqT - 2zjHp - GadzB- N6fwa
DVRAZ3 k3r3R - nzxCB- ypjs5 - Sk3y9 - ahFdF
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Ports Used For Streaming

Before streaming withiowza Media Sen&iit is important that you open the following ports

on your firewall. The table below represents the defasi\jparza Serverses for streaming.

All of these port numbers are configurable through the configuration files described later in this
document.

TCP 1935 RTMP/RTMPT/RTMPE/RTSP  -interleaved Streaming
UDP 69789999| RTP UDP Streaming

TCP 8084085 | IMX/JConsole Monitoring and Administration

TCP 8086 Administration

By defaultwWowza Media Sengis configured to only use TCP port 1935 for streaming. You
may want to configure additional ports for streaming such as TCP port 80 for HTTP or RTMPT
or TCP port 54 for RTSP streaming. To add an additional port using a text editustadidit
dir}/conf/VHost.xml andadd the additional ports to #ort> list (this list is comma
delimited).Wowza Serveannot share ports with otipeograms or serviceSo le sure there

are no otheprograms or servicesning that share the added ports. Below is a table of

common ports used for streaming:

TCP 80 | RTMPT, Smooth Streaming, Cupertino StreamingSan José&treaming
TCP 443 RTMPS
TCP 554 RTSP

Server Configura  tion and Tuning

Wowza Media Sen&is configured through a sed@dflL, configuratiomnd propertiefiles in
the[install-dir]/ conffolder.These configuration Slareread during server startup. The
configuration files can be direetitedusing atandard text editoBelow is a brief explanation
of each of the configuration files:

Server Configuration Files

Server.xml - General Server configuration
VHosts.xml - Define virtual hosts
log4j.properties - Logging configuration
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Virtual Host Configuration Files

Authentication.xml - RTSP and HTTP authentication configuration
DVR.xml - nDVR base configuration

HTTPStreamers.xml - CupertinpSmoothand San JoStreaming configuration
LiveStreamPacketizersl - HTTP packetization configuration
LiveStreamTranscoders.xml- Transcoder base configuration

MediaCastersnl - MediaCaster (SHOUTcdsteR e p e a toefigugation
MediaReadersnl| - File format reader configuration

MediaWritersml - File format writer configuration

MP3Tagsml - MP3ID3 tag naming

RTPxmlI - RTP and MPEQG'S packetization configuration
StartupStreamsnl - Streams started at virtual host startup

Streamsml - Stream type configuration

VHostxml - Virtual host configuration

Application Configuration Files
Applicaton.xml - Application configuration

TheConfiguration Referencedocument that accompanies thise Guidecontains detail
information on each of these configuration files.

The settings associated with the Java runtime environment, such as treeusedriaimvoke

Java and the maximum Java heap size, are controlled through a set of scripts and configuration
files. The location of these files differs depending on platform and the method used to invoke the
server. Below is a description of eadmesktfiles.

bin\ setenv.bat (Windows)

The bin setenv.bat is invoked when the server is started from the command line. The most
important settings in this file are:

set EXECJAVA=java # Command used to invoke java
set JAVA_OPTS=" - Xmx768M" # Command line  options for java
command

bin\WowzaMediaServer-Service.conf (Windows)

The bin WowzaMediaServ8ervice.cons the configuration file used when the server is
invoked as a Windows service. The most important settings in this file are:

wrapper.java.comma  nd=%JAVA_HOMBE%in \ java.exe wrapper.java.init
memory=3 # Initial Java Heap Size (in MB)
wrapper.java.additional.1= - Xmx768N)

/Library/WowzaMediaServer/bin/setenv.sh (Mac OS X)

The bin/setenv.sh is invoked when the server is started in standalone antdervitke
most important settings in this file are:
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_EXECJAVA=java # Command used to invoke java
JAVA_OPTS=" Xmx768M" # Command line options for java command

/usr/local/WowzaMediaServer/bin/setenv.sh (Linux)

The bin/setenv.sh is invoked when the s&\atarted in standalone mode. The most important
settings in this file are:

_EXECJAVA=java # Command used to invoke java
JAVA_OPTS=" Xmx1200M" # Command line opt s for java command
Note

It is very import thatVowza Media Serveb8 tuned properly soahit can take best advantage:

of the available hardware resources. The default tuning of the server is sufficient for application
development, but it not for productions use. Without proper tuning, the server under medium to
heavy load will run out os@urces and will stop working propeslgehe General Tuning

Guide support article online: at

http://www.wowzacom/docedirect.php?doc=performanceGeneralTuning

Run Server as Named User

The default installation of Wowza Media Server 3 on Linux ah@$ 8 will install and run
the server as theot user. If you would like to run the server as a user othevahamu can
follow these instructions to create a newamskconfigure the server to run as that new user.

Note

For security reasons, most Linux ama Uni x di s
user to bind to port numbers less than 1024. If you plan on MfowagServeon a lowered

numberd ports such as 80 (HTTP), 443 (RTMPS, HTTPS) and/or 554 (RTSP) then the server

will need to continue to run as tbet user.

Linux
First, we are going to create a new user and groupwanzzd

groupadd wowza
useradd - g wowza wowza
passwd wowza

Next, weare going to change ownership and permissiddewna Servanstallation files.
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cd /usr/local

chown wowza:wowza WowzaMediaServer

chown 7T R wowza:wowza WowzaMediaServer -3.0.4
chmod i R 775 WowzaMediaServer - 3.0.4

rm 1f /arfrun/  WowzaMediaServer .pid

rm 1f /var/run/ WowzaMediaServer .lock

Finally, we are going to change the command that is used to start the server so that it is run as the
newwowzauser. Change directory to Al&/local/\WowzaMediaServer/bin directory.

Edit the standalone startup scstaitup.sh and prependudo du wowzato the 24 line. It

should now be:

sudo -uwowza$ EXECIAVA $JAVA OPTS $IMXOPTIONS -
Dcom.wowza.wms.runmode="standalone" -
Dcom.wowza.wms.native.base="linux"
Dcom.wowza.wms.AppHome="$WMSAPP_| HOME"
Dcom.wowza.wms.ConfigURL= "$WMSCONFIG_URL"-
Dcom.wowza.wms.ConfigHome="$WMSCONFIG_HOME" - cp
SWMSAPP_HOME/bin/wmsbootstrap.jar
com.wowza.wms.bootstrap.Bootstrap start

You will also need to edit the service startup wonpishand make the same change to line 24.
Now both the stadalone startup script and the service startup script will start the server as the
usemwowza

Mac OS X

First, we are going to create a new user neomexh Open thédccountssystems preferences
panel. Unlock the add user functionality by clicking docthicon in the lower left hand corner
of the panel (you will be asked to enter your administrative password). +Jliakahebelow

the list of users to add a new user. Enter the following values andGiekigha&ccount

button:

Name: wowza
Short Name: wowza
Passord: [enter a password]
Verify: [enter a password]

Next, we are going to change the permissioiowaza Media Servein3tallation files. Open a
Terminal window and enter the following commands:

cd /Library
sudo chown wowza:admi n WowzaMediaServer
sudo chown TR wowza:admin WowzaMediaServer - 3.0.4

Finally, we are going to change the command that is used to start the server so that it is run as the
newwowzauser. Change directory to Ahierary/WowzaMediaServer/bin directory. Edi
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the standalone startup scsigirtup.shand prependudo 8u wowzato the 24 line. It should
now be:

sudo Tuwowza $ EXECJAVA $JAVA_OPTS - Dcom.wowza.wms.AppHome=
"$SWMSAPP_HOME" Dcom.wowza.wms.ConfigHome=
"$WMSCONFIG_HOME-* cp
SWNBAPP_HOME/bin/wms- bootstrap.jar
com.wowza.wms.bootstrap.Bootstrap start

Now when you start the server in standalone and service mode it will rumoagezasefou
can verify this by executing pls#ja command in &erminal window while the server is
running.

Upgrading fr om a Previous Release

Before upgrading to Wowza Media Server 3 the previously installed version should first be
uninstalled.

The steps for upgrading to Wowza Media Server 3 from a previous release (sucivieslid/owza
Server 2) should be followed in trealalbldJpgrade Guide.

Co -Existence of Multiple Wowza Media Server Versions

It is possible for multiple versions of Wowza Media Seheinstalled at the same time for

testing and comparison purposes. Only one version should be running / started at any one time
due to network port conflictsou will also need to ensure that the additional Wowza Media
Server is properly licensed.

During installation each different verssanstalled to a folder with iinique folder name,

Example:

Linux:

{usr/local/WowzaMediaS erver -2.24
/usr/local/ WowzaMediaServer -3.0.4
Windows:

C\ Program Files (x&8@8)/owza Media Systériéowza Media 8er 2.2.4
CA Program Files (x88)/owza Media Syste Wowza Media Sen&0.4

Linux:

During installation the Linux installer creates a symbolic link in /usr/local named
WowzaMediaServer that points to the most recent installation. The same symbolic link is used by
all versions, so if 2.2.4 was previdnsigiled and.0.4installed later then the link will point to

the 3.0.4install.

The symbolic link should be updated to point to whichever version needs to be run at the time.
So if 2.2.4 is required then the link would need to be updated as falesdrehg the server:
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sudo In 71 s/usr/local/WowzaMediaServer -2.2.4 |usr/local/WowzaMediaServer

Windows:
Swithing between installed version Windows platforms involves updating the following
environment variablés point to the required installatizersion:

WMSAPP_HOME
WMSCONFIG_HOME

Switching to use Wowza Media Serfren83Wowza Media Server 2.2.4 you would update as
follows:

Start - >Control Panel - >System and Security - >System - >Advanced - >Environment Variables - >System
Variables

Edit WMSAPP_HOMEndchangendchange variable vafuam:
C:\ Program Files (x86) \ Wowza Media Systems \ WWwza Media Server 2.2.4

To:

C:\ Program Files (x86) \ Wowza Media Systems \ Wowza Media Server 3.04
Edit WMSCONFIG_HOMEandchange variable vaftem:

C:\ Program Files (x86) \ Wwza Media Systems  \ Wowza Medi a Server 2.2.4
To:

C:\ Program Files (x86) \ Wowza Media Systems \ Wowza Media Server 3.04

Click OK after changing each value, then click OK and Apply.

The server can then be started as normal (see platform specific startigpsnséutier in this
Chapter).

Patch Updates

There wilbe patch updates made available from time to time. Specific instructions for installing
such patches will be provigedthin a ReadMe fil@jth the Patch archive file.
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Application Con  figuration

How do | create and configure an application for streaming?

Il streaming ilVowza Media Sengis controlled through the creation and configuration

of an applicationAn application is defined simply by creating a folder{instadi -

dir)/applications folder. For example, to create a new application named
myapplication, create the folder:

[install-dir)/applications /myapplication

A single application can be configured to deliver a live or video on demand stream to the Adobe
Flash playemeé Silverlight player, an Ap@é& devicesRhone iPador iPod touchRoku set

top bo¥ and an RTSP/RTP based pldyeiuding 3GPP smart phones and tablets, and

Android based deviceg)}he same tim&heQuick Start Guidecontains basic tutorials with

the step by step instructions on how to configure an application for the more common streaming
tasks.The remainder of this chapter will cover the details of application configtoatronre

detailed configuration information seedbefiguration Referencedocument that

accompanies this document.

Applications and Application Instances (Application.xml)

As seen aboyan application is created by creating a named fidstailh-dir])/application .

The name of the application is the name of the foldekpplication.xml file defines the
configuration for a given application. An application instance is an instantiation of an application
and provides a name space and contextdansirg An application instance is started

dynamically andsingle application may have multiple named application instances all running at
the same time. If no name is specified for an application instance then the default name
_definst_is used. In any streaming scenarasingle application instance is used per

application and the name is never referamcedefauito _definst . Multiple application

instances are more commonly used in video chat and video conferencing scenarios where you
needo create multiple rooms for streaming. In thisaasgplication instance is used to

separate streaming into rooms. Each room is a separate application instance and provides
separation and a name space for each room.
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Application configuration is defd in arApplication.xml file. When an application instance is
loaded, it looks in the following two locations fak@plication.xml file (wherdapplication]
is the application name):

[install - dir)/conf/[application]/Application.xml
[install - dir}/contf/ Application.xml

The firstApplication.xml file located will be used.

Note

It is a common mistake to put tgplication.xml file in thefinstall-
dir)/applications/[appplication] folder. All configuration files fd¥owzaServeand its
applcations shoulbde located in tHenstall-dir}/conf folder.

URL Formats

All streaming ilWowza Media Serveis3nitiated with Blniform Resource LocatRL). The
application and application instance names are specified as part of the streaming URL. The URL
formatused for streaming whether it be for the Flash player, Silverlight, RTSRFEP or

devicesall follow a similar format:

[protocol]:/[[address]:[port)/[application]/[appInstance]/[ streamName ] /[post - fix]
Where:

[protocaol]: - streaming protocol (rtmp, rts p, http é)

[address]: - address of the server running Wowza Server

[port]: - port number to use for streaming (1935 is the default)

[application] - application name

[appInstance] - application instance name

[streamName] - stream name and prefix

[post - fix] - option information specific to play er technology

In most streaming scenafibthe stream name does not contain any path elements and the
default application instance name is to betbeddRL can be shortened to:

[protocol]:/ [[address]:[port] [[application] /[ streamName ]

Below are example URLSs for the different player technologies. This example assumes we are
streaming thieve videowith the stream nameyStreamusing the application native.

Adobe Flash Player (RTMP):
Server:r  tmp://mycompa ny.com/ live
Stream: myStream

Adobe Flash Player (FlashHTTP 1 SanJose Streaming ) :
http://mycompany.com: 1935/ live / myStream / manifest.f4m

Apple iPhone ,iPad  oriPod touch (Cupertino Streaming)

http://mycompany.com:1935/ live / myStream /playlist. m3u8
Microso ft Silverlight (Smooth Streaming) :
http://mycompany.com:1935/ live / myStream /Manifest
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RTSP/RTP.
rtsp://mycompany.com:1935/

live / myStream

Now is probably a good time to take a quick look at the dgifplidation.xml file. Use a text

editor to edit the defé[instalidir]/conf/Application.xmifile. The rest of this chapter covers the

more commonly configured items in this file.

Stream Types

Wowza Media Sen&uses named stream types to control the different types of streaming (live,
videoondemand,chat r e mo t e

Btreandypes arencgndéigured using the

Streams/StreamTypeproperty inApplication.xml. Stream types are definefinstall-
dirJ/conf/Streams.xml . Below is a list of the stream types and their uses:

Stream Type Use

default Video ondemand

file Video on demand

record Video recording

live Publish and play live video content (best fotamany

streaming of live events)

live-lowlatency

Publish and play live video content (best fotaare or
oneto-few video/audio chat applicans)

live-record

Same dg/e in addtion content will be recorded

live-record-lowlatency

Same ds/e-lowlatencyin addtion content will be recorde

shoutcast

Audio restreaming of a SHOUTcast/Icecast MP3 or AA
audio stream

shoutcastrecord

Samesshoutcastin addtion content will be recorded

liverepeaterorigin

Publish and play live video content across multiple Woy
Media Server servers in an origin/edge configuration (u
configure origin application)

liverepeaterorigin-record

Same ds/erepeaterorigin in addtion content will be
recorded

liverepeateredge

Publish and play live videontent across multiple Wowza
Serves in an origin/edge configuration (use to configure
application)

liverepeateredgelowlatency

Publish and pldive video content across multiple Wowz
Serverg an origin/edge configuration (use to configure
application when latency is important)

liverepeateredge-origin

Publish and play live video content across multiple Woy
Serverg an origin/edge/ége configuration (use to
configure an middiedge application)

rtp-live

Restreaming of an RTSP/RTP, native RTP or MAEG
stream

rtp-live-lowlatency

Restreaming of an RTSP/RTP, native RTP or MAISG
streanwhen latency is important)

rtp-live-record

Same agp-live in addtion content will be recorded
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rtp-live-recorc-lowlatency Same agp-live-lowlatencyin addtion content will be
recorded

Each stream type exposes properties that are useahipof the stream typ&or examp|¢he
streantype definition folive andlive-lowlatencyonly differ in the tuninghich is
accomplished through the stream properties. Properties dgiinstallin
dir)/conf/Streams.xml for a given stream type can be overridden orepjplezation basis by
definng new values in tBgreams/Propertiescontainer irApplication.xml. For examplgo
change th#ushinterval of thelive-lowlatencystream type theStreans> section of the
Application.xml should look like this:

<Streams>
<StreamType>live - lowlatency</S  treamType>
<StorageDir>${com.wowza.wms.context.VHostConfigHome}/content</StorageDir>
<KeyDir>${com.wowza.wms.context.VHostConfigHome}/keys</KeyDir>
<LiveStreamPacketizers></LiveStreamPacketizers>
<Properties>
<Property>
<Name>flushinterval</Nam e>
<Value>30</Value>
<Type>Integer</Type>
</Property>
</Properties>
</Streams>

Wowza Transcoder AddOn and Wowza nDVR AddOn Configurations

There are two sections, DVR and Transcoder, in the Application.xml file, that serve to configure
the applidgon to use the Wowza nD\ARIdOnand/or the Wowza Transcod&ldOn

Further informatiomegarding these sections can be found fattrals andonfiguration
Referenceprovided with this guide.

Wowza Transcoder AddOn tutorial,
http:/Mmww.wowza.com/docredirect.php?doc=tutorialsTranscoder

Wowza nDVR AddOn tutorial,

http:/Mmww.wowzacom/forums/content.php?3a8ow-to-setupandrun-Wowzanetwork
DVR

HTTPStreamers and LiveStreamPacketizers

The<HTTPStreamers> setting impplication.xml controls if the streams in the defined
application (live or video on demand) are made availaldgtfackltaOS deviceddicrosoft
Silverlighplayerand HTTP streaming to Adobe Flash play¢f3 PStreamerscan contain
none, one or more the following values (separated by caup®stjostreaming
smoothstreaming sanjosestreaming If thecupertinostreamingvalue is present thére
stream is available for playbadki$/devicegas well as with an appropriate version of
QuickTime/Safari on Mac QSf thesmoothstreamingis present then the stream is available
for playback by Microsoft Silverttig
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HTTPStreamers Description

cupertinostreaming Cupertino: HTTP streaming to iPhone and iPod touch
smoothstreaming Smooth: HTTP streaming to Microsoft Silverlight
sanjosestreaming San Jose: HTTP streaming to Adobe Flash
dvrchunkstreaming DVR: Enabletseaming from origin to edge

The<LiveStreamPacketizers>setting works in a similar fashion but only applies to live
streams. It controls how live streams are packetized for delivery to the the HTTP streaming
technologiesLiveStreamPacketizergan cotain none, one or more of the following values
(separated by commas):

LiveStreamPacketizers Description
cupertinostreamingpacketizer | Cupertino: iPhonéPadand iPod touch
dvrstreamingpacketizer NDVR packetizer

smoothstreamingpacketizer | Smooth: MicrosoSilverlight

sanjosestreamingpacketizer | San Jose: Flash HTTP

cupertinostreamingrepeater | Cupertino: Live stream repeater for iPfiead/iPod touch

dvrstreamingrepeater NDVR live stream repeater
smoothstreamingrepeater Smooth Live stream repeater kicrosoft Silverlight
sanjosestreamingrepeater San Jose: Live stream repeater for Flash HTTP

You would set the packetizer with a repeater value when using the server in an Origin/Edge
configuration. This is described later in this document in the séetibive Stream Repeater
(Multiple Server Live Streaming)

Module s
ModulesareJava classes that are loaded dynamically when an application instance is loaded and
provide an appl iApgidatiomxmitse<Modutes>tlist defmesh ordery . I n

dependent list of the modules to be loaded for a given applidaingynAddOn Packages
provide additional functionality through the use of modthesdetails of modules are discussed
in theServerside Moduleschapter.

A basic module defimn looks like this:

<Module>
<Name>base</Name>
<Description>Base</Description>
<Class>com.wowza.wms.module.ModuleCore</Class>
</Module>

Each module must have a unique name<D&scription> informationis for providing a
detailed description of the dute and is not used in any operatidie<Class>item is the
full path to the Java class that is providing the ri@ofduietionality. In general new modules are
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always added to the end of¢<Modules> list. The Java class that makes up a sgaver

module is most often bound intgaa file that is copied to thimstall-dir)/lib folder. The
WowzaServecomes with many modules that can be added<tMtules> list to provide
additional functionality. See Bhalt-in Modules section for a coptete list. You can also use
theWowza IDE to develop your own custom modules to provide additional functionality. See
the Extending Wowza Media Server 8sing Javachapter for more information.

Note

The Wowza Integrated Development Environment (Wovigeis2 free tool available for
download at:

http:/Mmww.wowza.com/docredirect.php?doc=ideHome

Properties

The defaulBpplication.xml file contains several differefroperties> container¢hat can be
used to add or override property values Wilowza ServerProperties are a list of name/value
pairs that provide a means for tuning and modifying thétaeinfiguration of the Wowza
Server Properties can also be used ssrderas a @ans to pass data to custom modules from
Application.xml. You will see in this document, support section d¢fttp://mww.wowzacom
and theQuick Start Guide references tmdividuaproperties. There currently is aot
comprehensivdocument that lists all theailable properties. A property definition has the
following form:

<Property>
<Name>[name]</Name>
<Value>|value]</Value>

<Type>[type]</Typ e>
</Property>

Where<Name> is the property nameyalue> is the property value add@lype> is the
property type. Valid property types are: String, Integer, BooleanabDdiututg). It is
important when tuning the server to be sure to add propeitiestorect container. The
instructions for tuning will always specify wiRrloperties> container a property should be
added to for tuning.

Media Types

Media types are not configuredgplication.xml but are an important part of streaming.

Wowza Medi ServeB supports many different media typ&ewza Servean read the

following media or file typéd:V (Flash Videe.flv), MP4 (QuickTime containermp4, .f4v,

.mov, .m4v, .mp4a, .3gp3 g 2MP8 dontent (.mp3) arBMIL (Synchronized Multimedi

Integration Languagesmil). Media types are specified through a prefix to the stream name. For
example to play the MR& mycoolvideo.movuse the stream namg4:mycoolvideo.mov
wheremp4: is the media type prefix. The default media type pneineiis specifiedfis:.

Below is the table of the supported media type prefixes:
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Media type prefix Description

flv: Flash Videddefault if no prefix specified)

mp4: QuickTime container

mp3: MP3 file

id3: MP3 file (return only ID3 tag infornaat)

smil: Synchronized Multimedia Integration Language
(for adaptivbitrate delivejy

ngrp: Named Grougffor adaptivéitrate delivejy

The media type prefix is also used to control the file container used to record live video. If when
publishing videthe media type prefixp4:is specified, then the content will be recorded to an
MP4 (QuickTime container. If the media type préfrxor no prefix is specified BV or

Flash Video container fill be used. Only H.264, AAC and MP3 content cartdbd te@n

MP4 container.

Either SMIL files or StreamNameGro(qgp:) can be used for playback of the newly encoded
streams created by Wowza Transcdddr Wowza Media Server 3 and Wowza Transcoder, a
templating system provides a method to groumsttegether in logical groups for live adaptive
bitratedelivery

Content Storage

By default Wowza Media Sef/srsetup to stream video on demand content and record to the
[install-dir]/content folder. You can easily change this behavior by eddéingpnl i cat i onds
Application.xml file and changing the valué&tteams/StorageDir For example to setup an
Application to use an application specific content folder you might change this value to:

${com.wowza.wms.context.VHostConfigHome}/applications/ $faomza.wms.context. Application}/content

Using this setting content will be streamedtiiem
[install-dir)/applications/[application]/content  folder whergapplication] is the
appl i catTheSiréass/Stomgebir. field supports the following eariabl

${com.wowza.wms.AppHome} - Application home directory

${com.wowza.wms.ConfigHome} - Configuration home directory
${com.wowza.wms.context.VHost} - Virtual host name
${com.wowza.wms.context.VHostConfigHome} - Virtual host config directory
${com .wowza.wms.context.Application} - Application name
${com.wowza.wms.context.Applicationinstance} - Application instance name
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Streaming Tutorials

Where do | getlstsep instructons

he support section of the Wowazbsite contains tut@als that include step by step
instructions for common streaming scendrse instructions cover how to setup up
streaming to the common player technologies such as the Flash player, Silverlight player,
IOS devices and mobile deviBetow is a briefescription of each of the streaming scenarios
with a link to the online tutorial:

How to play a video on demand file
Wowza Media Serven3talls, by defaut, vi deo on demand applicatior
This tutorial describbowto stream video on denaHfiles.

How to play a video on demand file

How to publish and play a live stream (RTMP or R TS P/RTP based encoder)

This tutorial describes how to publish and play a live streamsiviggan encoder that supports
either the Redime Messaging Protocol (RTMP) or the RTSP Announce Method. Examples of
encoders that support RTMP publishing are: Telestream Wirecast, On2 Flix Live and Orban
Opticodec. Examples of encoders that supmRTSP Announce Method are: Telestream
Wirecast and QuickTime Broadcaster.

How to publish and play a live stream (RTMP or RTSP/RTP based encoder)

How to publish and play a live stream (MPEG -TS based encoder)

This tutorial describes how to publish and play a live stream when using an encoder that supports
MPEG2 Transport Streams (MPHS). Examples of encoder vendors that sell products that
support MPEGTS publishing are: Nésior?”, Digital Rapidsand ViewCa&t

How to publish and play a live stream (MAB®ased encoder)
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How to publish and play a live stream (native RTP encoder with SDP file)

This tutorial describes how to publish and play a live stream when using an encoder that supports
Realtime Transport Protocol (native RTP). Examples of encoder vendors that sell products that
support native RTP publishing areMision, Digital RapidsjétvCast and Telestréam

How to publish and play a live stream (native RTP encoder with SDP file)

How to re -stream video from an IP camera
This tutorial describes howrésstreanand play a live stredom an IP camera

How to restream video from an IP camera

How to re -stream audio from SHOUTcast/Icecast
This tutorial describes how testeeam and play a live SHOUT¢asicecastaudio stream.

How to restream audio from SHOUTcast/Icecast

How to setup video chat application
This tutorial describes hasvdetup an application for video chat using the Adobe Flash player.

How to setup video chat application

How to setup video recording application

This tutorial describesw to setup an application fadeorecording using the Adobe Flash
player.

How to setup video recording application

Howtos etupandrun the Wowza Transcoder AddOn
This tutorial describes how to setup an application to use the Wowza Transcoder.

How to Setup and run Wowza Transcoder

Howtos etup and run the Wowza nDVR AddOn
This tutorial desibes how to setup an application to use the Wowza nDVR.

How to Setup and run Wowza nDVR

Howtos etup and run the Wowza DRM AddOn
This tutorial describes how to setup an applicatisetthe Wowza DRM.

How to Setup and run Wowza DRM
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Advanced Configuration Topics

How do | take advantaljewta Media Seivexr 3 e at ur e s

his chapter covers more advdrgteeaming topics. Some of the functionality discussed is
provided by AddOn Packagé@sldOn Packages are downloadable packages that include
server extensions along with documentation for adding more advanced fé4iwes to
Media Served. Because tis several of these advanced tepicmclude a brief overview
with a link to the AddOn Packadelist of available AddOn packages can be found here:

AddOn Packages

Media Caster s, Stream Manager and StartupStreams.xml

Wowza Media Sen@includes a system forateeamingalledViediaCast&r The MediaCaster

system is uséor re-streaming IP Camera streams (RTSP/RTP streams), SHOUTcast/Icecast
streamand native RTP erders. The MediaCaster system pulls a stream from a stream source

and makes it available for streaming to the different player technologiesibypigonza

Server This system works on demanthen the first request comes in for a given stream a

connetion is made to the source stream and the stream is made available to the player. When the
last viewer of the stream stops watching a given stream the MediaCaster sf@tem waits

timeout period. If no other players request the stigamthe streais stopped and the stream

is no longer available for streaming until another request comes in for the streams.

This methodology works great for the Adobe Blage(RTMP)and RTSP/RTP streaming

where there is neeed for advanced packetizatiBorHTTP Streamers such as Cupertino

Smooth Streamiragnd Flash HTTP streamitig pull modebtloes not work. Th@©Sdevices

require about 30 seconds of video to bpaxrketized befotbeycan begin playback. Microsoft
Silverlight requirekree times tnkey frame duratiorf-or this reason it is necessary to start the
stream prior to the stream being ready for streaming to these player technologies. There are two
methodologies for starting a stream that uses the MediaCaster system and keeging it runnin
Stream Managerand theStartupStreams.xml

TheStream Manageisaweb based tool for starting and stopping MediaCaster streams on the
fly that is built intdWowza Media Seni&r To startup the Stream Managethe following:
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1. Edit[install-dir)/conf /admin.password and enter a new line with a username and
password. For example to add the usenmguneerwith the passwonthypassword
the contents of this file should look like:

# Admin password file (format
[username][space][password])
#username passwor d
myuser mypassword

2. Open a web browser and enterfdRb

http://[wowza -ip-address]:8086/streammanager

To start a stream, click on faart-receiving-stream]link under the application to which you
want to startup the streaselect the MediaCastertyype in the stream name and click, OK.
To stop a stream, click flseop-receivingstream]link next to stream nam&ou can reset a
stream by clicking on tfresetreceiving-stream] link.

The second method for starting MediaCaster streams ikeStagupStreams.xmifile.

Stream entries in this file are automatically started when the server is started (or more specifically
when a virtual host is started). $tatupStreams.xmis a list of application, media caster

types and stream names. foh@at of a single entry is:

<StartupStream>
<Application>live</Application>
<MediaCasterType>rtp</MediaCasterType>
<StreamName>rtsp://192.168.1.7:554/mycoolstream.sdp</Str

eamName>

</StartupStream>

There are also several sesiga methods that canused to start and stop streams using the
MediaCaster system. See the s&deeAP| documentation for the following two methods:

| Applicationlnstance. startMedi aCaster Str eam( €
IApplicatio ninstance.stopMediaCasterStream (é);
Live Stream Repeater (Multiple Server Live Streaming)

The following example illustrates a suggested configuration and implementation for delivering a
live media event across multiplevza Media Sengservers. We will walk through the

configuration and deployment of the live strepeater. The live stream repeater uses multiple
WowzaXrversn an origin and edge configuration to deliver live media content across multiple
servers. The encoded media content will be delivered to the origin server in the same manner as
if you weralelivering the content to a singlewza ServerTheplayemill request the content

from an edge senand the edge server will maintain a single connectionquer stream to

the origin Ongin and edge configuration is an application level catibiguA singlé/owza
Serveinstance can be configured as an origin for one application and an edge for another.

Copyright © 2006 - 2012 Wowza Media Systems, Inc. All rights reserved.
36



USER©G S GUI DE

For this example we will setup a single origin server using the applicatioerepeater
Here are the steps to configure the orggires

Create a folder namfgasstall -dir]/applications/ liveorigin.

1. Create a folder namjgastall-dir]/conf/ liveorigin and copy the filgnstall -
dir}/conf/Application.xml into this new folder.

2. Edit the newly copiefipplication.xml file and make the folleng changes:
a. Change th&treams/StreamTypeto liverepeaterorigin
b. Change thkiveStreamPacketizerso:

cupertinostreamingpacketizer,smoothstreamingpacketizer ,sanjose
streamingpacketizer

Next, configure each of the edge servers as follows:
1. Create folder namejihstall-dir]/applications/ liveedge

2. Create a folder nampastall-dir)/conf/ liveedgeand copy the filgnstall-
dirJ/conf/Application.xml into this new folder.

3. Edit the newly copiefipplication.xml file andmake the following changes:

a. Charge theStreams/StreamTypeto liverepeateredge(you can use the
liverepeateredgelowlatencystream type if low latency is important, this will
add extra load to the server)

b. Change theiveStreamPacketizerso:

cupertinostreaming repeater ,smooth streaming repeater ,sanjosestre
aming repeater

c. Uncomment th&epeater/OriginURL section and s@riginURL to rtmp
URL of the orgin server. For example if the origin server uses the domain name
origin.mycompany.com, this value should be set to:

<Repeater>
<OriginURL>rtmp://origin.mycompany.com [liveorigin </OriginURL>
<QueryString></QueryString>
</Repeater>
For this example | etds as s wrigie.mycdmpanycon gi n
and that there are 3 edge servers with the domairedae®snycorpany.com
edge2.mycompany.comedge3.mycompany.com Letds al so assume

the stream nanmycoolevent The URIsfor the players are as follows (assuming we are
streaming off of edgel):
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Adobe Flash Player (RTMP):
Server:r  tmp:// edge 1.mycompany.com / liveedge
Stream: mycoolevent

Adobe Flash Player (Flash HTTP 1 San Jose)
http://  edge 1.mycompany.com :1935 / liveedge/mycoolevent / manifest.f4m

Apple iPhone ,iPad  oriPod touch (Cupertino)
http://  edge 1.mycompany.com :1935 / liveedge /mycoolevent / playlist m3u8

Microsoft Silverlight (Smooth) :
http://fedge 1.mycompany.com:1935/  liveedge /mycoolevent/Manifest

RTSP/RTP.
rtsp://  edge 1.mycompany.com :1935 / liveedge /mycoolevent

It is possible to configure more than one origin server to provide a hot beakapha main
origin server goes down. Letds say the fai
origin2.mycompany.com Assuming it is configured in the same manner as the main origin

server, you would set the following Repeater/OriginURL iokthehel g édplications.xml

files:

<Repeater>
<OriginURL>rtmp://origin.mycompany.com liveedge  |rtmp://origin2.mycompany.com fiveedge  </OriginURL>
<QueryString></QueryString>

</Repeater>

Basically it @aBLstohcatenated thgethay with thecpippdt@nacter. The
edge servers will first try to connect to the first origin server, if this fails they will attempt to
connect to the second origin server.

This example assumes you are using an encoder in which the stream name is a simple name and
not aURL. If you are using an encoder such as an MBEBcoder in which the stream name

iS not a simple stream name, then you castresenfiles on the origin to hide the complex

stream names.oFexampld your complex stream name on the origidpg/0.0.0.0:10000

use a text editor to create a file ifittstall-dir]/content folder with the name

mycooleventstreamand set the contentsudp://0.0.0.0:10000You then use

mycoolevent.streamn place omycooleventin the URLs above to play thesatm.

Note
TheMedia SecurityAddOn Package describes how to secure the connection between the origin

and edge machines using SecureT&8anthe MediaSecurity AddOn package described at the
end of this document.

Note

If you are streaming &m iOS dewe,Microsoft Silverlight player are using Flash HTTP to
stream to Flasindareusing a noipush based encoder (native RTP or MPEthen you will
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need to use the Stream Manager to start and keep the stream running onlthe strigams
do not reed to be kept running on the edges.

Note

To provide load balancing between the edge servers you can use the dynamic load balancing
system referenced in gnamic Load Balancingsection

Wowza Transcoder AddOn

Wowza Transcoder is a premium AddOn thatiges the ability to ingest a live stream
(channel) and transrate it to multiple outbound bitrates; or decode the video and audio from
the incoming channel, and the®neode the stream into multiple bitrates, frame sizes and
profiles to suit the desirpthyback devices. Transcoding of multiple channels is possible on
the same server instance.

Further information can be found in iM®wza Transcod&ddOnUs er &6 s Gui de

Wowza nDVR AddOn

Wowza nDVRs a premium AddOn that provides the ability to record a live stream into a cache
on Wowza Media Server 3 while allowing users to play or pause a live stream, rewind to a
previously recoded point, or resume viewing at the divergraint. Customization is possible
through XML configurations and the available APIs.

Further information can be found in iM®ewza nDVRAddOnUs er 6 s Gui de

Wowza DRM AddOn

Wowza DRMis a premium AddOn which provides encryption key exchange integration
with third party Digital Rights Management (DRM) platforms. Using these keys, Wowza
Media Server 3 performs-the-fly encryption for both live and-dlemand content. For

the liveworkflow, encryption pestream is available with the ability to rotate keys. For the
on-demand workflow, encryption gesset or pesession is available with the ability to
rotate keysBoth live and video on demand key rotation support is avaitaiybple HLS
streaming.

As of this writing, integration is supported
Vi ewRi ght E client s Android sm&tphomes dnd tibketd, and Be€C , Ma c ,
top boxes; and Microsoft® PlayReady® for Silverlight®tbratyeaming client playback.

Further information can be found in iIMewza DRMAddOnonline Tutorials
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Live Stream Recording

TheVideoRecordingexample that ships witflowza Media Ser3is a specialized way of

remote recording of a live stream when using the Adobe Flashtplagertheecord stream

type and special capabilities built into the Flash player to control the recording process. If you
simply want to record an indoignlive stream from an encoder, then there are two more general
purpose methods to accomplish this; use one’oféloerd stream types (suchliss-record)

or use théiveStreamRecordAddOn package.

The*-recordstream types are the simplest methoditze you the least amount of control. If

you use this method the entire duration of the published stream will be recorded. If the encoder
starts and stophe file will be versioned with a version number and a new file will start. You can
control the container format used (FLV or MP4) by specifying a stream name prefix in the
encoder. If the preffixLV: isspecifiedthen the stream will be recorded to an FLV container. If

the prefix isnp4:, then the stream will be recorded to an MP4 (QuickTomte)rer.

Remember thahaMP4 container can only record H.264, AAC and MP3 medlayaatare

recording using the Flash player the FLV container is the only option.

Another option is theiveStreamRecordAddOn package. This package gives you more

control over the recording proce$his package includes a sesicer module and an

HTTPProvider that can be used to control the recording process from a remote computer (the
source code is includet)ou can control when the recording starts and #tegile name and
location and the container format as well as other small @etalls/eStreamRecord package

has also been updatedWowza Media Servera3support data eventhe package is available

for download here:

http://www.wowza.com/docredirect.php?doc=addOnLiveStreamRecord

Server -side Publishing (Stream and Publisher classes)

Wowza Media Sengincludes two methods for doing sesige publishing; the Streelass

and the Publisher cla3$e Stream class is a high level sedeeAPI for mixing live and video
on demand content on the fly into a single destination stream. It provides the ability to do
television style publishing. It also includes a pablkhgnables creation of a seside XML
based playlist. For more information regarding the Stream classiggmtharticte

http://www.wowzacom/docredirect.php?docsefulCodeStreamClass

The Publisher class is a low level publishing API to provide the ability to inject raw compressed
video and audio frames iMiowzaServeto create a custom live stre&gae the Publisher

classes serveide API (Javadoc documentgtior the current detailed documentation. There is
also an audio example which walks through the process of publishing Speex data to a stream in
thissupport articte

http//www.wowza.com/docredirect.php?doc=usefulCodePublisherClass
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Dynamic Load Balancing

The Dynamic Load Balancing AddOn package provides a method for dynamically load balancing
RTMP streamisetween multip/owza Serverdge servers. The edge servers cocatein

with one or more load balancing Wo@8eeves You can then connect to the load balancing

server to get the currently least loaded edge server. You can download the package from this
support articte

http://www.wowza.com/docredirect.php?doc=addOnDynamicLoadBalancing

Media Security (SecureToken, authentication and encryption )

The MediaSecurity AddOn Package provides a set eglrveodules and methodologies for
protecting streaming to the different player technologies. It iradetkted tutorial for

protecting streaminging SecureToken, authentication and encryption. You can download the
package from thsipport articte

http://www.wowza.com/docredirect.php?doc=addOnMediaSecurity

Push Publishing

The Push Publishing AddOn Package provides an API for pushing streaédvwora Media
Server 30 a remot&Vowza Media ServerRBastMedia Server or CDN (Content Delviery
Network). You carequest thipackage from this support article:

http://www.wowza.com/docredirect.php?doc=addOnPushPublishing

MediaCache

The MediaCache AddOn package is a read through caching mechanism for video on demand
streaming. Similar to the live repeater technology aimed at increasing the scalability of live
streaming, the MediaCache technology is a means of scaling video orreiamiagd sti can
request this package from this support article:

http:/Mmww.wowzacom/docredirect.php?doaddOnMediaCache
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Adobe Flash Streaming and Scripting

What cando witliVvowza Media Seraed3he Adobe Flashplayer

owzaMedia Servetincludes additional features that are only applicable to the Adobe
Flash playavhen using the RTMP protocol (or any of the variaiisgn using
Wowza Media Serven@h theAdobe Flash play&WowzaServers much more then

just a streaming servdris an application server. It provigasures such asared objects,

video chat, remote recording anditgctional remote procedures cdllss chapter covers all

of these topics.

Streaming Basics

We will start with the most basic code needed to play a live or video on demand stream in Flash.
Letd assume we have followed the instructions aweo play a video on demand file

tutorial in theQuick Start Guidand we have an application with the nardéhat is setup for

video on demand streaming. Do the followidglobeFlash CS3 or CS4:

1. Create a neflash Filewith ActionScript 3.0 support.
2. Selectibrary from theWindow menu to open the library palette

3. Right click in the library palette and sBlextw Vi ,eregeo symbol nam&eoand
clickOK to create the video object.

4. Drag thevideoitem from the library to the stateenin the properties palett@git an
instance name wvideol

5. Select the menu itaindow->Actions from the menu and sel&ttene 1In the
Actions items list

6. Enter the following code:
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var nc:NetConnection = new NetConnection();
var ns:NetStream = null;

function ncOnStatus(infoObj ect:NetStatusEvent)

trace("ncOnStatus: "+infoObject.info.code);
if (infoObject.info.code == "NetConnection.Connect.Success")

trace("Connection established");
ns = new NetStream(nc);

ns.bufferTime = 3;
videol.attachNetStream(ns);

ns.play("mp4:Sample.mp4 ");
}

}
nc.addEventListener(NetStatusEvent.NET_STATUS, ncOnStatus);

nc.connect("rtmp://localhost/vod");
7. SelecControl->Test Movie from the menu.

You should be streaming SB&mple.mpdxample file. This is the most basic ActigpiScd

code needed for live or video on demand playback. If you quickly inspectytbe cadesee

how simple itis. We create a NetConnection object for streaming, add an event listener so that
we get notified when the connectioiMowza Media San3is establishednd when we are

notified of a successful connectwm create a NetStream object and begin playback of the
stream.

TheSimpleVideoStreamingandLiveVideoStreamingexamplglayershat ship withWowza

Media Servertdke this examplditile further. These example players support progress bars,
pause, stop and full screen. Inspecting the code for these two examples is a good next step for
learning how to streanfihe VideoChat and VideoRecording examplagaat starting point

to learn how to publish video and audio using therbGiétmeraandMicrophone objects.

Pre -built Media Players

Building your own custom player with advanced functionality can be a daunting task. Another
option is to use piauilt Flash video playerBhere are many optioWeare going to cover a

few of the more popular optiodglobe FLVPlayback component, JW Pl&i@nvPlayeand

the Adobe Media Playback player

The Adobe FLVPlayback component is dpiievideo player component that you cariadd

your own Flash project. It includes features such as play, pause, seek, stop and fullscreen. It
comes with Adobe Flash CE%4and CS. From time to time the component is updated. Itis
best to keep your Adobe Flash software up to date to beusare gunning the most recent
version. The nice thing about this component i daat be integrated into your own custom
Flash code.

JW Player is piriilt Flash based player offered by Long Tail Video. It includes a rich set of
features such asylists, skinningndad serving. It is fully supported and there is a commercial
option. It also includes a binltversion othe Wowz&ecureToken security mechanism. You
can download it from here:
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http:// www.longtailvideo.com

There are instructions on how to use it Wilwza Media Servemn3hesesupport articles

http://www.wowza.com/docredirect.php?doc=usefulCode JWPgst

http://mww.wowza.com/docredirect.php?doc=usefulCodeJWTokenL atest

Another option is FlowPlayer which is an open sourbeifirElash based player. Itincludes a
richset of features similar to JW Player. It also includesravargion othe Wowza
SecureToken. You can download it from here:

http://flowplayer.org

There are instructions on how to use it Wilwza Media Sew3in thissupport articte

http:/Mmww.wowza.com/docredirect.php?doc=usefulCodeFlowPlayerlLatest

Another option is the Adobe Media Playback player. This player supip&TMi® streaming

as well as Flash HTTP streaming (San Jose Streaming). The player is built on the Open Software
Media Framework (OSMF) and is hosted by Adobe. There are instructions on how to use it with
Wowza Media Serveinthis support article:

http://mwww.wowzacom/docredirect.php?doc=usefulCodeAdobeMediaPlaybackLatest

Bi -directional Remote Procedure Calls

Wowza Media Sen&supports bdirection remote prodare calls tand fromthe Adobe Flash
player. What this means is from the Flash player you can calsaleelaea method and pass
data to th&VowzaMedia Server @verand from the WowZdedia Server @weryou can call

a clientside ActionScripnethod and pass data to the Flash player. This is very useful when
buildingRich InterneApplications.

Calls from the Flash playekttowza Media Servea® performed usitige followingmethod:

Net Connection.call (methodName, resultObj, paramség¢)

For exampldo call the servaide methodoSomethingand pass two parametesikieland
value2and receivesnglaeturn valugheActioniScript 3.8lientside code looks like tivge
will cover the servside code for this method later in thisutieent)

function onMethodResult(returnVal:String):VVoid
trace("onMethodResult: "+returnVal);

nc.call("doSomething", new Responder(onMethodResult), valuel, value?2);

Receiving method calls frdfowza Media Serveafdone by adding handler
methods/funtions to the client objetttat is attached to thetConnectiombject For
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exampleto add the handler methodSomethingHappendedhat receives two string
parametergaluelandvalue2 the ActionScript 3.0 code looks like this:

var clientObj:Object =n ew Object();
clientObj.onSomethingHappened(valuel:String, value2:String):Void
{

trace("onSomethingHappened: "+valuel+":"+value2);

nc.client = clientObj;

We will go into more detail on the programming model in the cBafgading Wowza
Media Server 3Jsing Java

Remote Shared Objects

Wowza Media Sengsupports Adobe Flash remote shared objects. Remote shared objects are
a means for sharing data betWlemvza Media ServeaBd multiple Flash players. Each Flash
player that subscribes to a shabgett will be notified of updates to the shared object data.
Shared object data can be changedsitieriby a Flash player or sesige through thé/owza

Media Serverl$haredObject APBelow is an example of the ActionScript 3.0 code needed to
create a remote shared object and set a value:
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var nc:NetConnection = new NetConnection();
var test_so:SharedObject = null;
var timer:Timer = null;

function ncOnStatus(infoObject:NetStatusEvent)

{
trace("ncOnStatus: "+infoObject.info.code);
if (infoObjec t.info.code == "NetConnection.Connect.Success")
{
test_so = SharedObject.getRemote("test", nc.uri);
test_so.addEventListener(SyncEvent.SYNC, syncEventHandler);
test_so.connect(nc);
timer = new Timer(1000, 1);
timer.addEventListener(TimerEvent .TIMER, setSOProperty);
timer.start();
}
}
function syncEventHandler(ev:SyncEvent)
{
trace("syncEventHandler");
var infoObj:Object = ev.changelList;
for (var i = 0; i < infoObj.length; i++)
{
var info:Object = infoObj[i];
if (info.name != undefi ned)
trace(" "+info.name+"="+test_so.data[info.name]);
else
trace(" [action]="+info.code);
}
}
function setSOProperty(ev:TimerEvent):void
{
test_so.setProperty("testName", "testValue");
}
nc.addEventListener(NetStatusEvent.NET_STATUS, ncOnSt atus);

nc.connect("rtmp://localhost/vod");

TheRemoteSharedObjed example that ships witflowzaViediaServeBis a more complete
remote shared object example. We will go into more detail on the programming model in the
chapterExtending Wowza Media Sever 3Using Java
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Server -side Modules and Extensions

What is a setside module and whasiserfanctionality ships with
Wowza Media S&¥er

uch of the functionality deliveredWgpwza Media Sengis done through serveide
module and HTTPProviderServesside modules are Java classes that are configured
on a peapplication basis and are loaded at application instance startup and provide
much of the functionality needed to control the streaming process. HTTPProviders are Java
classes that are configured on-aipeal host basis and are hgleight HTTP servetlat can
be used to query server information. In this chapter we discuss each of these methods of
extendingVowza Servend the buiin Java classes that are imatelgt available for use. In
the next chapter we discuss how to create your owrsgi@itensions.

Server -side Modules

Serveside modules are Java classes that are configuredapphgadion basis and are

dynamically loaded at applicationmestatartupFor the most parservesside modules

provide remote methods that are callable from the Adobe Flash player. It is these methods that
provide the play, publish, seek, pause and resume functionality needed to control the Flash player
streamig process. Senade modules can also be used to control iffPad@od touch,

Microsoft SilverlighFlash HTTP (San Joaeld RTSP/RTP streaming as well. The details of

how the API works are in the next chapter.

Serveside modules are configurgdaddingciModule> entries to th&Modules> list in an
app!l i Applicatioo.xnd fde. The default <Modules> list looks like this:
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<Modules>
<Module>
<Name>base</Name>
<Description>Base</Description>
<Class>com.wowza.wms.module.ModuleCore</Clas s>
</Module>
<Module>
<Name>properties</Name>
<Description>Properties</Description>
<Class>com.wowza.wms.module.ModuleProperties</Class>
</Module>
<Module>
<Name>logging</Name>
<Description>Client Logging</Description>
<Class>com.wowza.wms. module.ModuleClientLogging</Class>
</Module>
<Module>
<Name>fivplayback</Name>
<Description>FLVPlayback</Description>
<Class>com.wowza.wms.module.ModuleFLVPlayback</Class>
</Module>
</Modules>

Each of these modules is described in detailBuilhén Serverside Module section below.
Creating custom sengie modules is covered in the next chapter.

HTTPProviders

HTTPProviders are mini HTTP servers that can be used to extend the functigvahigeof
Serveand are configured on a-pert basis irjinstall-dir]/conf/VHost.xml . An individual
HTTPProvider can be username and password protected. Multiple HTTPProviders can be
attached to a single port and the HTTPProvider is selected based on regdestiiderple
HTTPProvider configuran looks like this:

<HTTPProvider>
<BaseClass>com.wowza.wms.http.streammanager.HT TPStreamManager</BaseClass>
<RequestFilters>streammanager*</RequestFilters>
<AuthenticationMethod>admin - digest</AuthenticationMethod>

</HTTPProvider>

TheBaseClasgpropery is the full path to the class overrides the HTTProvider2Base class and
implements the IHTTPProvider interfadee RequestFiltersis a pipe [ ) separated list of

filters that control when this provider will be invoked based on the HTTP requesirpath. F
exampletheabove request filter will only be invoked if the path portion of the HTTP request
URL starts witlstreammanager(eghttp:/[wowza -ip-address]:8086/streammanager

The AuthenticationMethod is the authentication method used to contoi@adus
HTTPProvider. Valid values admin-digestandnone. Theadmin-digestauthentication
method uses digest authenticai@hdllenge/response system to authenticaté pssswords
are never sent in cléaxi to control access to the HTTBH#der. The usernames and
passwords for admihigest authentication are stored in thprgtall -

dirJ/conf/fadmin.password . Thenone method allows all access.

Creating custotdTTPProviderss covered in the next chapter.
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Built -in Server -side Modules

Bdow is a list of each of the biriltservesside modules along with a brief description of the
functionality that is provide#or detailed information on each of the methods provided in a
module see the sergile API reference.

ModuleCore i (com.wowza.module.ModuleCore)

The ModuleCore module represents the sedesimplementation of the Adobe Flash
NetConnection, NetStreamandSharedObjeciobjects. It is required that this module be
included by all applications for the server to operate prdpeslynodule contains several
additional server side methods that are highlighted here:

Function call Description
setStreamType(streamType:String); Returns and sets the default stre
getStreamType(); type for this client connection.
setRepeaterOriginUrl (originUrl:String); Returns and sets the live stream
getRepeaterOriginUrl(); repeater origin URL to use for thi
connection.
getStreamLength(streamName:String); For video on demand streaming
getStreamLength(streamNames:Array); returns the duration dig stream ir

seconds. If an array of stream
names is passed in an array of
durations is returned.

getClientID(); Returns the client ID for this clien
connection.
getReferrer(); Get the referrer from the

onConnect method.

getPageUrl(); Get the pagUrl from the
onConnect method.

getVersion(); Returns the server name and
version.

getLastStreamld(); Returns the ID number of the las
NetStream object that was creatg
by this client.
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FCSubscribe(streamName, [mediaCasterType]));
FCUnSubscribe (strea mName);

When using the live stream repe;
to lockand unlocla stream on the
edge during streaming. This
method is useful when doing
dynamic streaming to lock all bitr
renditions of a live stream on an
edge server to be sure they are
available whensavitch is made
between bitrate renditions.

FCPublish(streamName);
FCUnpublish (streamName);

Called to tell the WowZzrver
server a new stream is being
published.

ModuleProperties - (com.wowza.module.ModuleProperties)

The ModuleProperties module giesFlash player client code access to application specific
properties (name, value pairs) that are attached to the objects in the server object hierarchy.

Function call Description
setApplicationProperty(name:String, Returns and sets properties attac
value:String); to this client:g

getApplicationPropert y(name:String);

setApplnstanceProperty(name:String,

Returns and sets properties attag

value:String); _ to this client:
getApplnstanceProperty(name:String); object

setClientProperty(name:String, Returns and sets properties attag
value:String); to this client

getClientProperty(name:String);

setStreamProperty(streamld:Number,
value:String);
getStreamProperty(streamld:Number);

Returns and sets pegpes attache
to a NetStream object. NetStrea
objects are identified by Streamic
which can be returned to the cliel
by making a call to
getLastStreamld() directly followi
a call to oOnew

ModuleClientLogging -

(com.wowza.module.ModuleClientLogging)
The ModuleClientLogging module enables client side logging to the server.

logDebug(logStr:String);
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logInfo(logStr:String);
logWarn(logStr:String);
logError(logStr:String);

The following call from the Flash player client:

nc.call( "logDebug ", null,  "log this string ")

Is the same as a server side call to:

getLogger().debug( " log this string ")

ModuleFLVPlayback - (com.wowza.module.ModuleFLVPlayback)

The ModuleFLVPlayback module is required by the FLVPlayback component. This module
must be addkto any application that is going to use the FLVPlayback component.

Built -in HTTPProviders

Below is a list of each of the builHTTPProviders along with a brief descripfidmese are
found in VHost.xml

HTTPServerVersion - (com.wowza.wms.http.HTTPServerVersion)

HTTPServerVersiamturns th&Vowza Serverersiorand build number. is the default
HTTPProvider on port 1935.

HTTPCrossdomain - (com.wowza.wms.http.HTTPCrossdomain)

HTTPCrossdomaiserves up the Adobe Flasbssdomainxml file when preseim [install-
dir}/conf folder.

HTTPClientAccessPolicy -
(com.wowza.wms.http.HTTPClientAccessPolicy)

HTTPClientAccessPolisgrves up the Microsoft Silverliglntaccesspolicy.xmfile when
present ifinstall-dir]/conf folder.

HTTPStreamManager -
(com.wowza.wms.http.HTTPStreamManager)

HTTPStreamManagerthe Stream Manager HTTPProvider that is available through
administrative port 808attp:/[wowza-ip-address]:8086/streammanager)

HTTPServerinfoXML -
(com.wowza.wms.http.HTTPServerinfoXML)

HTTPServerlfoXML return detailed server and connection information in XML format and is
available through administrative port 8086 (http://[wapvaddress]:808&érverinfi
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HTTPConnectioninfo -
(com.wowza.wms.http.HTTPConnectionInfo)

HTTPConnectionInfaeturn detided connection information in XML format and is available
through administrative port 8086 (http://[wovizaddress]:8086dnnectioninfip

HTTPConnectionCountsXML -
(com.wowza.wms.http.HTTPConnectionCountsXML)

HTTPConnectionCountsXMieturn connection farmation in XML format and is available
through administrative port 8086://[wowza-ip-address]:8086/connectioncoiints

HTTPTranscoderThumbnail) -
(com.wowza.wms.http.HTTPTranscoderThumbnail)
HTTPTranscoderThumbnail return bitmap image from sowwamdbeing transcoded, available
through administrative port 8086

(http://[wowzarip-address]:8086/transcoderthumbnail ?application=[application
name]&streamname=[streaame]&format=[jpeg or png]&size=[widthxheight])
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Extending \Wowza Media Server 3 Using
Java

How do | extend/Mioevza Media Sersen&r

owza Media Sen&can easily be extended by writing Java classes that are loaded
dynamically by the server. There are several integration points that can be used to
extend the server; custearvesside modules, HTTPProviders anerets We will
explore each of these integration points and provide a quick eXéenmlevide a free
integrated development environment called the Wowza IDE that can be used to extend the
functionality of theerver. You can download it from here:

http:/Mmww.wowza.com/docredirect.php?doc=ideHome

It is probably best to download and install the Wowza IDE first before reading this chapter. The
included documentation will walk you through the creation of your first custossicerver

module. It will point you back to this chapter for more informa@ionsult theServerside

API Guide for detailed information on the available APIs. There isnasdtfaof knowledge

and code snippetsiline in the support sectionhfp://www.wowzacom

Custom Module Classes

Serveside nodules are Java aiestisat are configured on a{agplication basis and are
dynamicallgreated at application instance staifiypicallymodule classes are bound jjatio

files that are located in {iestall-dir]/lib folder. Modules can leverage any avaifahéet®
libraries or buiin Java functionality as long as the depejatdiés are copied into the
[install-dir)/lib folder. Modules are added to an application configuration by adding a
<Module> entry to thecModules>1 i st i n tAp@icatompxmifie.c at i ond s

Letds start by cr e adtwomgthodsunAppStaitandst modul e.
doSomething TheonAppStartmethod is an event method anddb8omethingmethod is a
custom method. The details of event methods and custom methods will be discussed later.
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package com.mycompany.module;

import comwowza .wms.module.*;
import com.wowza.wms.client.*;
import com.wowza.wms.amf.*;

import com.wowza.wms.request.*;

public class MyModule extends ModuleBase

{
public void onAppStart(IApplicationinstance applnstance)
{

}

public  void doSomething(IClient client, RequestFunction function,
AMFDatalList params)
{

}

getLogger().info("onAppStart");

getLogger().info("doSomething");

}

Next, to add this module to an application configurati@g@Application.xml for the
application and add the followirigodule> entry forthis module to the end of the
<Modules> list

<Module>
<Name>MyModule</Name>
<Description>This is MyModule</Description>
<Class>com.mycompany.module.MyModule</Class>
</Module>

Each module must haagName> that is unique in thaiModules> list The

<Description> information is for providing a detailed description of the module and is not used
in any operations. Tk€lass>item is the full path to the Java class that is providing the
modul eds Wedaomohine thepackagetpath iritbEline of the module to the class
name to form the class path.

Event Methods

Event methods are invoked by the server based on events that occur during server processing.
Event methods apply to all types of streaming Adobe Flash, Microsoft Silverlight
iPhondPad/iPod touch and RTSHEvent methods are defined by the following interfaces:

IModuleOnApp IModuleOnConnect
IModuleOnStream

IModuleOnHTTPSession
IModuleOnRTPSession
IModuleOnHTTPCupertinoStreamingSession
IModuleONnHTTPSmoothStreamingSession
IMo duleOnHTTP SanJose StreamingSession
IModuleOnHTTPCupertinoEncryption
IModuleONnHTTPSmoothStreamingPlayReady

All event methods defined in all modules are invoked when an event occurs. What this means is
that if two modules implement th@AppStartevent methd, then both modulemAppStart
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methods will be invoked when a new application instance is created. Module methods are
invoked starting at thep of the<Modules> list defined i\pplication.xml. So thdirst

<Modules> entry in the list will be callecf and it will work its walpwnto thelastitem in

the list. Belowareeach of the event method interfaces and their corresponding event methods.

IModuleOnApp

public void onAppStart(IApplicationinstance applnstance);
public void onAppStop(IApplication Instance applnstance);

onAppStart : Invoked when an application instance is started
onAppStop : Invoked when an application instance is stopped

IModuleOnConnect

public void onConnect(IClient client,
RequestFunction function, AMFDataList params);
publicvo  id onDisconnect(IClient client);
public void onConnectAccept(IClient client);
public void onConnectReject(IClient client);

onConnect : Invoked when a Flash player connects to an application instance

onDisconnected : Invoked when a Flash player disconnect f rom an application instance
onConnectAccept : Invoked when a Flash player connection is accepted

onConnectReject : Invoked when a Flash player connection is refused

IModuleOnStream

public void onStreamCreate(IMediaStream stream);
public void onStreamDestroy (IMediaStream stream);

onStreamCreate : Invoked when a new IMediaStream object is created
onStreamDestroy  : Invoked when a IMediaStream object is closed

Note

TheonStreamCreatevent method is invoked befplay or publish has been called for this
IMedia®eam object. For this reason the IMediaStream object does not have a name. See the
IMediaStreamActionNotify2 interface to implement a server listener that is invoked when actions
occur on this IMediaStream object.

IModuleOnHTTPSession

public void onHTTP SessionCreate(IHTTPStreamerSession httpSession);
public void onHTTPSessionDestroy(IHTTPStreamerSession httpSession);

onHTTPSessionCreate : Invoked when HTTP streaming session(Cupertino or Smooth) created
onHTTPSessionDestroy : Invoked when  HTTP streamings  ession(Cupertino or Smooth) closed
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IModuleOnRTPSession

public void onRTPSessionCreate(RTPSession rtpSession);
public void onRTPSessionDestroy(RTPSession rtpSession);

onRTPSessionCreate Invoked when  RTP session  created
onRTPSessionDestroy  : Invoked when ~ RTP session  closed

IModuleOnHTTPCupertinoStreamingSession

public void onHTTPCupertinoStreamingSessionCreate(

HTTPStreamerSessionCupertino httpCupertinoStreamingSession);
public void onHTTPCupertinoStreamingSessionDestroy(

HTTPStreamerSessionCupertino httpCu pertinoStreamingSession);
onHTTPCupertinoStreamingSessionCreate . Invoked when  Cupertino session created
onHTTPCupertinoStreamingSessionDestroy : Invoked when  Cupertino session closed

IModuleOnHTTPSmoothStreamingSession

public void onHTTPSmoothStreamingSess ionCreate(
HTTPStreamerSessionSmoothStreamer httpSmoothStreamingSession);

public void onHTTPSmoothStreamingSessionDestroy(
HTTPStreamerSessionSmoothStreamer httpSmoothStreamingSession);

onHTTPSmoothStreamingSessionCreate : Invoked when ~ Smooth session crea ted
onHTTPSmoothStreamingSessionDestroy : Invoked when  Smooth session closed

IModuleOnHTTPSanJoseStreamingSession

public void onHTTP SanJose StreamingSessionCreate(

HTTPStreamerSession  SanJose Streamer http  SanJose StreamingSession);
public void onHTTP SanJose Stre amingSessionDestroy(

HTTPStreamerSession  SanJose Streamer http ~ SanJose StreamingSession);

onHTTPSanJose StreamingSessionCreate : Invoked when ~ Smooth session  created
onHTTPSanJose StreamingSessionDestroy : Invoked when ~ Smooth session closed

IModuleOn OnHTTPCupertinoEncryption

public void onHTTPCupertinoEncryptionKeyRequest(
HTTPStreamerSessionCupertino httpSession, IHTTPRequest req,
IHTTPResponse resp);

public void onHTTPCupertinoEncryptionKeyCreate von
HTTPStreamerSessionCupertino httpSession, byte[] encKey);
public void onHTTPCupertinoEncryptionKeyCreate Live (
|IApplicationinstance applnstance, String streamName , byte[] encKey);
onHTTPCupertinoEncryptionKeyRequest : Invoked when enc ryption key request is made for

Cupertino streaming

onHTTPCupertinoEncryptionKey Create VOD Invoked when encryption ke y is created for video on
demand stream

onHTTPCupertinoEncryptionKeyCreate Live : Invoked when encryption key is created for live stream
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IModuleOnHTTPSmoothStreamingPlayReady

public void onHTTPSmoothStreamingPlayReadyC reateVOD(
HTTPStreamerSessionSmoothStreamer httpSession,
PlayReadyKeylInfo playReadyKeyInfo);

public  void onHTTPSmoothStreamingPlayReadyCreateLive(
|IApplicationinstance applnstance, String streamName, PlayReadyKeyInfo

playReadyKeyInfo);
onHTTPSmoothStream ingPlayReadyCreateVOD: Invoked when encryption key request is made for
smooth streaming video on demand
onHTTPSmoothStreamingPlayReadyCreateLive: invoked when encryption key request is made for

smooth streaming live

Custom Methods

Custom methodse public mehods that you wish to expose to the Adobe Flash player through
calls to the clierside interface NetConnection.call() or are calls that are part of the
NetConnection or NetStream command set. For explayp@ndpublish are defined in
Module€Core as custom methods. These methods must be public and must have the following
argument signatuf€lient, RequestFunction, AMFDatal.ist params) Only public

methods with this signature will be available to be called from the Flash player.

Processinfpr custom methods is different than that of event methods. When a given method
such aplay is invoked from the Flash playely the last module in ti¥odules> list that

defines that custom method will be invoked. For exdngdoduleCoremoduledefines the
methodplay which is invoked when NetStream.play(streamName) is called from the Flash player.
If you create your own custom module that defines the médliaehd add it to the

<Modules> list after thdvioduleCoremodule, then yoynlay methal will be invoked rather

than theplay method defined in ModuleCore. If in your implementatiplayfyou wish to

invoke theplay method of the next module up the list that precedes your module, you call
this.invokePrevious(client, function, params) WowzaMediaServeB will search up the

module list and find the next module that implementathmethod and it will invokeah

method. This is similar to traditional object orientatetlasging. Each implementation of a
method in thecModules> list can perform an operation based on the invocation of a given
method and can choose to pass control to the next module that implement that method above
them in the<Modules> list.

For examplef in your implementation pfay you wish to check the stre name of calls made
to NetStream.play(streamName) If the stream name starts wttodstream/ you wish to
append the phrasgoodto the stream name and ta#l.invokePrevious(client, function,
params) All other connections will be disconnecte@ cole looks like this:
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package com.mycompany.module;

import com.wowza.wms.module.*;
import com.wowza.wms.client.*;
import com.wowza.wms.amf.*;
import com.wowza.wms.request.*;

public class MyModule extends ModuleBase

{
public void play(IClient client, Re questFunction function, AMFDataList params)
boolean disconnect = false;
if (params.get(PARAM1).getType() == AMFData.DATA_TYPE_STRING)
{
String playName = params.getString(PARAM1);
if (playName.startsWith("goodstream/"))
playName += " _good";
params.set(PARAM1, new AMFDataltem(playName));
}
else
disconnect = true;
}
if (disconnect)
client.setShutdownClient(true);
else
this.invokePrevious(client, function, params);
}
}
onCall

The onCall method is a ca#dtfor any methods that are undefined by custom methods. The
interface for this method is defined inltheduleOnCall interface class. The onCall method
functions the same as an event method in that all onCall methods defined in all modules will be
callel. Example:

package com.mycompany.module;

import com.wowza.wms.module.*;

import com.wowza.wms.client.*;

import com.wowza.wms.amf.*;

import com.wowza.wms.request.*;

public class MyModule extends ModuleBase implements IModuleOnCall

{
public void onCall(S tring handlerName, IClient client,
RequestFunction function, AMFDataList params)
{
getLogger().info("onCall: "+handlerName);
}
}

Adobe Flash Player and Custom Methods

Parameters passed from the Adobe Flash player alntta Media Serven8ed ¢ be

marshaled to Java primitive and object types. The com.wowza.wms.module.ModuleBase class
includes a number of helper functions and constants for converting the parameter values. For
more complex typghecom.wowza.wms.ampackage contains an AR dbject conversion.

Consult the server API javadocs an&#reer Side Codingxample for more detailed

information. Below is a simple example of converting three incoming parameters:

package com.mycompany.module;
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import com.wowza.wms.module.*;
import com.wowza.wms.client.*;
import com.wowza.wms.amf.*;

import com.wowza.wms.request.*;

public class MyModule extends ModuleBase
{
public void myFunction (IClient client,
RequestFunction function, AMFDataList params)
{
String param1 = getParamString( para ms, PARAM);
int param2 = getParamint( params , PARAM2);
boolean param3 = getParamBoolean(params, PARAM3);
}

}

A custom method called from the Adobe Flash player may return a single result value. This value
must be converted to an Action Messaged&dAMF) object to be understood by the Flash

player. These value types can include simple types like strings, integers and booleans as well as
more complex types like objects, arrays or arrays of objects. The
com.wowza.wms.module.ModuleBase  class inclues a number of helper functions for returning

simple types. For more complex tyibesom.wowza.wms.amf package contains an API for

object creation and conversion. Consult the server API javadocSantth8ide Coding

example for more detailecbimhation. Below is a simple example of three methods returning
simple value types:
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package com.mycompany.module;

import com.wowza.wms.module.*;
import com.wowza.wms.client.*;
import com.wowza.wms.amf.*;
import com.wowza.wms.request.*;

public class MyMod ule extends ModuleBase

{
public void myFunctionString(IClient client,
RequestFunction function, AMFDataList params)
{
sendResult(client, params, "Hello World");
}
public void myFunctionint(IClient client,
RequestFunction function, AMFDataList para
{
sendResult(client, params, 536);
}
public void myFunctionBoolean(IClient client,
RequestFunction function, AMFDataList params)
{
sendResult(client, params, true);
}
}

ms)
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Adobe Flash Player and Server to Client Calls

A custom method can calfunction in Adobe Flash player directly by invoking the IClient.call()
method. The client call can return a single variable that will be received by the server by creating a

result object that implements ¢h@.mycompany.module.IModuleCallResult inter
The IClient.call() method has two forms:

public abstract void call(String handlerName);
public abstract void call(String handlerName,
IModuleCallResult resultObj, Object ... params);

Methods on the client side are made available to the seraehbngeatiem to the
NetConnection object. Below is sample ActionScript 3.&ideobde:

var nc:NetConnection = new NetConnection();
var clientObj:Object = new Object();

clientObj  .serverToClientMethod = function(paraml, param?2)

{
}

nc.client = clientObj;
nc.connect("rtmp://wms.mycompany.com/mymodules");

return "Hello World"

To call this clierdide method from the server, the custom method looks like this:

package com.mycompany.module;

import com.wowza.wms.module.*;
import com.wowza.wms.client.*;
import com.wowza.wms.amf.*;
import com.wowza.wms.request.*;

class MyResult implements IModuleCallResult

{
public onResult(IClient client,
RequestFunction function, AMFDatal ist params)
{
String returnValue = getParamsString(params, PARAM1);
getLogger(). info("got Result; "+ returnValue);
}
}

public class MyModule extends ModuleBase

public void myFunction(IClient client,
RequestFunction function, AMFDatal ist params)
{

client.call("serverToClientMethod", new MyResult(),
"paraml: value", 1.5);
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Logging

A custommethodcan get access to the r loggingdirgerface using the getLogbeher
method thaisimplemented by them.wowza.wms.module.ModuleBase ~ baseclass Log
messagesewritten to the log files by using one of the followingr@thods:

getLogger().debug( logStr );
getLogger(). info (logStr );
getLogger().  warn (logStr );
getLogger(). error (logStr );

Java Management Extensions (JMX)

All modules instantiated for a given application instance will be made available through the Java
Managemet EXxt e n s i o n dMereigfdrmividon redamdingelvX naay be found at
http%3A%2F%2Fwww.oracle.com%2Ftechnetwork%2Fjava%2Fjavase%2Ftech%2Fjavamanag
ementl40525.htmlIThe path to the modules section in the MBean interface is:

WowzaMediaServer/VHos  ts/[vHostName]/Applications/[applicationName]/
Applicationinstance/[applicationIinstanceName]/Modules

All public methods and properties (wrapped in Java Bean get/set methods) will be made available
through thdnstance object found within each module wigbn. If you want to exclude a

method or property from the JMX interface, importdme.wowza.util.NoMBeanclass and

add the@NoMBean annotation to your method definition. So what this means is that your

custom modules are instantly made availahighhteeVowza Media Servea@ministration

interface without gradditional programming. All property values can be inspected, properties

with get[property-name] accessors can be changed and methods with simple Java types can be
invoked through JConsaleVisualVM.

HTTPProvider Classes

HTTPProviders are Java classes that are mini Java servletseahaedan add an HTTP
interface t&Wowza ServeiThey are configured on a-pert basis ifinstall-
dir[/conf/VHost.xml (configuration is covered iretprevious chapter). Below is a simple
HTTPProvider that returns the server version:
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package comycompanyms.http;
import java.io.*;

import com.wowza.wms.server.*;
import com.wowza.wms.stream.*;
import com.wowza.wms.vhost.*;
import com.wowza.wms.http.*

public class HTTPServerVersion extends HTTProvider2Base

{
public void onHTTPRequest(IVHost vhost, IHTTPRequest req, IHTTPResponse resp)

if ({doHTTPAuthentication(vhost, req, resp))
return;

String  version = MediaStreamBase.p+" "
version += Releaselnfo.getVersion();
version += " build"+Releaselnfo.getBuildNumber();

String retStr = "<html><head><title>"
retStr += version;
retStr += "</title></head><body>"+version+"</body></html>";
try
{
OutputStream out = resp.getOutputStream();

byte[] outBytes = retStr.getBytes();
out.write(outBytes);
catch (Exception e)

System.out.printin ("HTMLServerVersion: "+e.toString());

}

Much of the functionality of HTTPProviders is encapsulatedHiT Trierovider2Badease
class Your HTTPProvidelif it extends thislassonly needs to implement theHTTPRequés
method. Below are a few interesting code snippets to aid in HTTPProvider development:

Get HTTP request URL
String path = super. getPath(req, false);

Get HTTP request header value
String  headerValue = req. getHeader( headerName);

Set HTTP response header value
resp.set Header( headerName, headerValue );

Set HTTP response status
resp.setResponseCode  (404);

There are several more complaxk interestingxamplsof HTTPProvides visit the Article
section of th&/owza forums.

Event Listeners

There are many points within Wewza Media Sen&object hierarchy where event listeners

can be addedEvent listeners are clagbes implement a notifier interface and are notified of

specifc events within the server. For example you can inject a server listener that gets notified of
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server startup, initialization and shutdown or an application instance listener thaeiaatotified
time an application instance is started or stopped. Below are specifics on the more interesting and
useful listener interfaces:

Server Listener (IServerNotify2)

Sever listeners are notified of the life cycle of the server and are a great plkecarid attach
functionality that you would like to makailablevhileWowza Servés running. Examples are
web services or SOAP interface and a web server or HTTP inBsfaweas a simple server
listener:

package com. mycompany.wms;
import comwo  wza.wms.server.*;

public class MyServerListener implements IServerNotify2

{
public void onServerCreate(IServer server)
{
System.out.printin("onServerCreate");
}
public void onServerConfigLoaded(IServer server)
{
System.out.printin("onServerConfi gLoaded");
}
public void onServerlnit(IServer server)
{
System.out.printin(“onServerlnit");
}
public void onServerShutdownStart(IServer server)
{
System.out.printin(“onServerShutdownStart");
}
public void onServerShutdownComplete(IServer ser ver)
{
System.out.printin("onServerShutdownComplete");
}
}

Once compileghackagethto a.jar file and placed in thiastall-dir)/lib  folder, this server
listener can be invoked by adding an entry &StwerListeners>list infinstall-
dir}/conf/ Server.xmi

<ServerListener>
<BaseClass>com.mycompany.wms.MyServerListener</BaseClass>
</ServerListener>

Virtual Host Listener (IServerNotify2)
Virtual host listeners are notified of the life cycle of virtual host. Below is a simple virtual listener:
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package com. mycompany.wms;

import com.wowza.wms.amf.*;
import com.wowza.wms.client.*;
import com.wowza.wms.request.*;
import com.wowza.wms.vhost.*;

public class MyVHostListener implements IVHostNotify

{ public void onVHostCreate(IVHost vhost)
{ System .out.printin("onVHostCreate: "+vhost.getName());
}
public void onVHostlnit(IVHost vhost)
{ System.out.printin("onVHostlnit: "+vhost.getName());
}
public void onVHostShutdownStart(I\VVHost vhost)
i System.out.printin("onVHostShutdownStart: "+vhost .getName());
public void onVHostShutdownComplete(IVHost vhost)
i System.out.printin("onVHostShutdownComplete: "+vhost.getName());
public void onVHostClientConnect(I\VHost vhost, IClient inClient,
RequestFunction function, AMFDataList params)
i System.out.printin("onVHostClientConnect: "+vhost.getName());
}

Once compileghackagethto a.jar file and placed in thi@stall-dir}/lib  folder this virtual host
listener can be invoked by adding an entry toAHestListeners> list in[install-
dir}/conf/Server.xml :

<VHost Listener>
<BaseClass>com.mycompany.wms. MyVHostListener </BaseClass>
</ VHost Listener>

MediaStream Listeners (IMediaStreamActionNotify3)

MediaStream listeners recplag, publish, payseek, stop, and codec notificatiamtsfor an
Adobe Flash MediaStream object. Below is a simple MediaStream listener:
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com. mycompany.wms;

import com.wowza.wms.amf.*;
import com.wowza.wms.stream.*;

public class MyMediaStreamListener implements IMediaStreamActionNotify

{
public  void onMetaData(IMediaStream stream, AMFPacket metaDataPacket)
{
System.out.printin("onMetaData");
}
public void onPauseRaw(IMediaStream stream, boolean isPause,
double location)
{
System.out.printin("onPauseRaw");
}
public void onPause(IMedia Stream stream, boolean isPause,
double location)
{
System.out.printin(“onPause");
}
public void onPlay(IMediaStream stream, String streamName,
double playStart, double playLen, int playReset)
{
System.out.printin(“onPlay");
}
public void onPu blish(IMediaStream stream, String streamName,
boolean isRecord, boolean isAppend)
{
System.out.printin(“onPublish™);
}
public void onSeek(IMediaStream stream, double location)
{
System.out.printin("onSeek");
}
public void onStop(IMediaStream s tream)
{
System.out.printin(“onStop™);
}
public void onUnPublish(IMediaStream stream, String streamName,
boolean isRecord, boolean isAppend)
{
System.out.printin("onUnPublish");
public  void onCodeclnfoVideo(IMediaStream stream,
MediaCodecIn foVideo codeclnfoVideo)
System.out.printin(" onCodeclnfoVideo ");
b . . .
public  void onCodeclnfoVideo(IMediaStream stream,
MediaCodecInfo Audio codecinfo Audio )
{
System.out.printin(* onCodecinfo Audio ");
}
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Once compiledhackagethto a.jar file and placed ithe[install-dir])/lib  folder, this
MediaStream listener can be invoked by creating an instance of this object and attaching it to a
IMediaStream object. You might do this iongtreamCreatevent method like this:

public void onStreamCreate(IMediaStr eam stream)

{
}

stream.addClientListener(new MyMediaStreamListener());
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Server Administration

How do | setup, manage, ailavepddyledia S&¥er

owza Media Senis a powerful Java server. It is configured through a set of XML
files.The server can be run standalone from a command shell or installed as a system
service. Running the server standalone is best for dewsoprabervecustom
applications since the server can be started and stopped quickly and server log messages can be
seen immediately in the console window. Running the server as a system service is most often
used for server deployment where the server needs to continue to run even after you log off the
machine or be automatically started when the server is rebooted.

Configuring SSL and RTMPS

Wowza Media Sengsupports Secure Socket Layer (SSL) and RTMPS (RTMP over SSL)
streaming protectiorsSLis a technology which allows web browsers and web servers to
communicate over a secured connection. This means dad# theing seahd received is

encrypted in both directiongou can get an SSL certificate from a certificate authority or you

can create a certficiate your self. The instructions below will walk you through the steps to create
a self signed SSL degdite for use witWowza Serveif you would like to obtain an SSL

certificate from a certificate authority follow the steps supipsrt articte

http://www.wowzacom/docredirecbhp?doc=tutorialsSSLCA

Below are the steps to create asggied SSL certificate using the keytool application that comes
with the Java JDK. To get started, install the Java JDK and betsarielther of your JDK
installation has been added ta YRAITH variable. If the PATH variable is configured correctly,

you should be able to open a command prompt and execute the ckeytoahdThis should

return the command reference for the keytool command. Once you have the keytool command
up and runnig, proceed to the following steps to create-sigedfd SSL certificate:

1. Open a command prompt and change directinstall-dir]/conf

2. Execute the following command:

keytool -genkey -aliaswowza - keyalg RSA - keystore ssl.mycompany.com.cert
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3. You will then be prompted to ansveeveratjuestions. Below are sample responses
assuming the domain name that you wish this certificate to be tied to is
ssl.mycompany.com

[Enter keystore password]
password

[What is your first and last name]
ssl.mycompany.com

[What is the name of your organizational unit]
Web Department

[What is the name of your organization]
My Company Name

[What is the name of your City or Locality]
Cincinnati

[What is the name of your State or Province]
Ohio

[What is the two - letter country code for this unit]
us

[Enter key password for <password>]
password

Once complete, you will see a file nasslaalycompany.com.cerin the[install-dir]/conf
folder. This is the certificate file. To configure TCP port to use this certifidatstadtit
dir)/conf/VHost.xml and make the following changes:

1. Uncomment theHostPort> definition for poréd43that is just following the comment
<I-- 443 with SSL--> (be sure to remove the comment befbtestPort> and after
</HostPort> ).

2. Set the valusSLCamfig/KeyStorePathto:

${com.wowza.wms.context.VHostConfigHome}/conf/ssl.mycompany.com.cert
3. Set thesSLConfig/KeyStorePasswortb key store password entered above.

TCP port 443 is now protected by SSL and RTMPS. You will need to setup a domain name
entry br the domain chosen above and all communications using port 443 will need to done
using SSL or RTMPS and the domain name specified in the certificate.

Selfsigned certificates (this not does not apply to certificates from certificate authorities) do not
work on the Mac (OSX) when using Adobe Flash to stream over RTMPS without first installing
the certificate in the Keychain and setting its trust level to Alway3 @ exdtact the certificate

and install in the OSX Keychala the following

1. Extract tle certificate from the keystore using the following command and copy the
ssl.mycompany.com.crt file to the Mac

keytool -export -aliaswowza - file ssl.mycompany.com.crt - keystore
ssl.mycompany.com.cert
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2. Open theApplications > Utilities > Keychain Accessutility and select the
Certificatescategory

3. Drag and drop thesl.mycompany.com.cronto this utility
4. Right click on thesl.mycompany.comentry in the list and sel&zt Info

5. Open theTrust section of the infdialogand se¥When using this certificateto
Always Trust

These steps need to be followed on any machine that is going to use RTMPS to play a stream that
is protected using a s&tjned certificate. Obviously this is not the preferred way to stream using
RTMPS. ltis better to obtain a signetificate from a trusted certificate authority. With a

trusted certificate these additional steps are not necessary.

There are two methods of doing RTMPS streaming when using the Adobe FlaShelayer

default method leverages tunneling (RTMPT oven&ish)can be slow and causes additional
server load. The second method is RTMP over SSL which performs better. You can enable this
mode by setting tidetConnection.proxyTypeto 0 b e keforé calling

NetConnection.connect The code looks like this:

var nc:NetConnection = new NetConnection();

nc. proxyType = fAbest o;
nc.connect (Artmps://ssl . mycompany.com/ myappl:
Logging

Wowza Media Senguses thapache.org log4]ibrary as its logging implementation. The log4j
logging system provides ampletionality for log formatting, log rolling and log retrieval for
most applications. By defaupwza Servés configured to log basic information to the server
console and detailed information inAf&C Extended Common Log Format (ECLF) to a log
file. Java messaging is also captured in the log files to help monitor and aid troubléshooting.
log files are written to the following folder:

[install - dir)/logs

For a list of messages, scenarios that may cause these messages and suggestionsder resolution,
the Wowza Media Server Logging Messages atrticle:

http://mwww.wowza.com/docredirect.php?doc=adminLoggingMessages

Wowza Media Server logging can generate the followingfielgiging
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date Date of log event

time Time of log event

tz Time zone of log event

x-event Log event (see table below)

X-category Log event categorsefveryhost,applicationsessiorstream

X-severity Log event severity (DEBUG, INFO, WARN, ERRGRTAL)

X-status Status of log event (see table below)

X-CtX Extra data about the context of the log event

X-comment Extra comment about the log event

x-vhost Name of the virtual host from which the event was generated

X-app Name of the applicatiorofn which the event was generated

X-appinst Name of the application instance from which the event was gene

x-duration Time in seconds that this event occurred within the lifetime of the
x-category object

Sip IP address on which the server recéheevent

s-port Port number on which the server received this event

s-uri Full connection string on which the server received this event

c-ip Client connection IP address

c-proto Client connection protocol (rtmp, rtmpe, tmpt(HIITP),
rtmpte(HTTR1.1) rtmps(HTTR1.1) http (cupertino), http (smooth))

c-referrer URL of the Flash movie that initiated the connection to the server

c-useragent Version of the Flash client that initiated the connection to the sen

c-client-id Client ID number assigd by the server to the connection

cs-bytes Total number of bytes transferred from client to server (accumula

sc-bytes Total number of bytes transferred from server to client (accumula

x-streantid Stream ID number assigned by server torti@sbbject

X-SPOS Position in milliseconds within the media stream

cs-streambytes Total number of bytes transferred from client to server for stream
streamrid (accumulative)

sc-streambytes Total number of bytes transferred from server to cliesttéam x
streamd (accumulative)

X-sname Name of streanstrearAd

X-shamequery Query parameters of stremstreardd

x-file-name Full file path of streamstreardd

x-file-ext File extension of streanstxeardd

x-file-size File size in bytes stream sstreardd

x-file-length File length in seconds of streastrgarid

X-suri Full connection string for strearatseardd (including query
parameters)

X-suri-stem Full connection string for strearatsearrd (excluding query
parameters)

X-suri-query Query parameter for connection string

cs-uri-stem Full connection string for strearatsearrd (excluding query
parameters)

cs-uri-query Query parameter for strearstrearrd
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Wowza Media Servegé@nerates the following logging events:

comment Comment

serverstart Server start

serverstop Server shutdown

vhoststart Virtual host start

vhoststop Virtual host shutdown
app-start Application instance start
app-stop Application instance shutdown

connectpending

Connection pending appebby application and license manager

connect

Connection result

connectburst Connection accepted in burst zone

disconnect Client (session) disconnected from server

play Play has started

pause Play has paused

unpause Play has unpaused /resumed

se&k Seek has occurred

setstreamtype Client call to netConnection
setbuffertime Client call to NetStream.setBufferTime(secs) logged in millisecon
stop Play has stopped on a stream

create Media or data streasreated

decoderaudio-start

Audio decoding has started for a transcoded stream

decoderaudio-stop

Audio decoding has stopped for a transcoded stream

decodervideo-start

Video decoding has started for a transcoded stream

decodervideo-stop

Video decodig has stopped for a transcoded stream

encoderaudio-start

Audio encoding has started for a transcoded stream

encoderaudio-stop

Audio encoding has stopped for a transcoded stream

encodervideo-start | Video encoding has started for a transcoded stream
encodervideo-stop | Video encoding has stopped for a transcoded stream
destroy Media or data stream destroyed

publish Start stream publishing

unpublish Stop stream publishing

record Start stream recording

recordstop Stop stream recording

announce RTSPSession Description Protocol (SDP) ANNOUNCE

Wowza Media Serveg@nerates the following logging status values:

100 Pending or waiting (for approval)

200 Success

302 Rejected by application with redirect information
400 Bad request

401 Rejected by apcation
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413 Rejected by license manager

500 Internal error

Wowza Media Servelogging is configured in the cdaff4j.propertiegroperties file. There

are many logging configuration options made available by the log4j logging system. The
remainer of this section will cover the basic options for enabling and disabling different logging
fields, events and categories. Below is an example of a basic log4j.propeviies/it for

Media Server. 3

log4j.rootCategory=INFO, stdout, serverAccess, serve rError

# Console appender

log4j.appender.stdout=org.apache.log4j.ConsoleAppender
log4j.appender.stdout.layout=com.wowza.wms.logging.ECLFPatternLayout
log4j.appender.stdout.layout.Fields=x - severity,x - category,x -eventx -ctx,x -comment
log4j.appender.stdout.| ayout.OutputHeader=false

log4j.appender.stdout.layout.QuoteFields=false

log4j.appender.stdout.layout.Delimeter=space

# Access appender
log4j.appender.serverAccess=org.apache.log4j.DailyRollingFileAppender
log4j.appender.serverAccess.DatePattern=""yyyy - MMdd

log4j.appender.serverAccess.File=${com.wowza.wms.ConfigHome}/logs/wowzamediaserver_access.log
log4j.appender.serverAccess.layout=com.wowza.wms.logging. ECLFPatternLayout

log4j.appender.serverAccess.layout.Fields=x - severity,x - category,x - eventdate,time,c -client -idc -ip,c -portcs
bytes,sc - bytesx -durationx -snamex -stream -id,sc - stream -bytes,cs -stream -bytesx -file -sizex -file -length,x
ctx,x - comment

log4j.appender.serverAccess.layout.OutputHeader=true

log4j.appender.serverAccess.layout.QuoteFields=false

log4 j.appender.serverAccess.layout.Delimeter=tab

# Error appender
log4j.appender.serverError=org.apache.log4j.DailyRollingFileAppender

log4j.appender.serverError.DatePattern="yyyy - MMdd
log4j.appender.serverError.File=${com.wowza.wms.ConfigHome}/logs/wowzam ediaserver_error.log
log4j.appender.serverError.layout=com.wowza.wms.logging.ECLFPatternLayout

log4j.appender.serverError.layout.Fields=x - severity,x - category,x - eventdate,time,c -client -id,c -ip,c - portcs

bytes,sc - bytes,x -durationx -snhamex - stream -id,sc -stre am bytes,cs -stream -bytesx -file -sizex -file -length,x
ctx,Xx - comment

log4j.appender.serverError.layout.OutputHeader=true

log4j.appender.serverError.layout. QuoteFields=false

log4j.appender.serverError.layout.Delimeter=tab

log4j.appender.serverError. Threshold= WARN

Note

Always use forward slashes when referring to file paths (even on the Windows platform).

The first statement in this file sets the logging level to INFO and defines three agipentlers;
serverAccess, serverErr8etting the logging levelNIFO configures the logging mechanism
such that it will only log events with a severity of INFO or greater. The logging severity in
ascending order is: DEBUG, INFO, WARN, ERROR and FATAL. To log all events set the
logging level to DEBUG.

Next, we cofigure each of the appenders. The important properties in this section are:
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Field Comma delimited list of fields to log

OutputHeader Boolean value (true/false) that instructs the logging system to wri
W3C Extended Common Log Forrhaader eadime the server is
started.

QuoteFields Boolean value (true/false) that instructs the logging system to sur
all field data in double quotes

Delimiter The delimiter character to use between field values. Valid védies

spaceor the actual defiter character.

Categoryinclude Comma separated list of logging categories. Only log events with
specified categories will be logged.

CategoryExclude | Comma separated list of logging categories. Only log events whc
category is not in this list Vol logged.

Eventinclude Comma separated list of logging events. Only log events with the
specified event name will be logged.
EventExclude Comma separated list of logging categories. Only log events whc

name is not in this list will be logged.

These properties allow you to control the way the log information is formatted and filtered. For
more detailed information on how to configure the log4j specific properties such as log file rolling
and additional log appender typisg the apache.ongebsite abttp:/logging.apache.org/log4;

Wowza Media Seng&can also be configured to generate logs ofvatpal host and per
application basis. These configurations are includmshritnented out at the bottom of the
default [instatllir])/conf/log4j.properties file. The first commented out section includes
configuration for peapplication logging. The second commented out section includes
configuration for pevirtual host loggm To turn either of these features on, simply remove the
commentsH sign at the beginning of each of the lines) from the section. -Vinigenost

logging will generate log files using the following directory structure:

[install - dir}/logs/[vhost]/w owzamediaserver_access.log
[install - dir]/logs/[vhost]/wowzamediaserver_error.log
[install - dirJ/logs/[vhost]/wowzamediaserver_stats.log

The perapplication logging will generate log files using the following directory structure:

[install -

dir[/logs/[vhost]/[ application]/wowzamediaserver_access.log
[install -
dir)/logs/[vhost]/[application]/wowzamediaserver_error.log

[install -

dir)/logs/[vhost]/[application]/wowzamediaserver_stats.log

This method of log file generation can be very useful if you plan on tiédtiogiza Media
ServeBas a shared service to several customers.
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Note

For more up to date security information visiStmwerSide Modules and Code Samples
section at

http://Mmww.wowzacom/docredirect.php?doc=forumsHome
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Server Management Console
and Monitoring

How do | manage and riddmitaa Media S&¥er

Extensions (JMX) interface.
http://www.oracle.com/technetwork/java/javase/tech/javamanagetd§25.html
JMX is sstandardbased technology for exposing components of a Java application through a
unified object interface. This interface can then be consumed by open source and commercial
monitoring tools such as HP OpenView, OpenNMg./www.opennms.org JConsole and
VisualVM fittp://visualvm.dev.java.rjet

Wowza Medi&erveB can be managed and monitored through a Java Management

Note

Most Java Runtime Environment (JRE or JVM) vendors require that you install the full Java
Development Kit (JDK) to get the JConsole management and monitoring application. Please
consult youentawoendor ds docum

Note

A good place to learn more about the Java Management Extension (JMX) standard is from the
OraclewebsiteHitp:/download.oracle.com/javase/6/docs/technotes/gsigax/ ).

Local Management Using JConsole

Wowza Media Serveegposes a rich set of objects for monitoring the server. The Java virtual
machine also exposes a set of JIMX objects that can be used to monitor the virtual machine. The
easiest way to vievesie objects is by using the JConsole applet that ships with the Java
Development Kit (JDK) of most popular VMs. This tool is usually located in the bin folder of

your Java JDK installation. By default the startup.bat and startup.sh are configusedhe expo

JMX object interface to a locally running copy of JConsole. To view the JMX interface, first start
Wowza Media Serve(edther by running it as a service or standalone from a command prompt).
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Next, run JConsole. In JConsole you should seaf ¢hiesturrently running Java virtual
machines that are exposing a JMX inteNdoeiza Servavill be listed as
com.wowza.wms.bootstrap.Bootstrap startSelect this item and click @@nectbutton.

Note

On Windows, for security reasons, local morgtannd management is only supported if your

default Windows temporary directory is on a file system that supports setting permissions on files
and directories (for example, on an NTFS file system). It is not supported on a FAT file system
that provideinaifficient access control§he workaround is to setup remote monitoring. Se=
theRemote Managemensection below, to learn how to configure the remote JMX interface.

From here you can explore the different tab panels that are part of JGmwepéeMdia

ServeB management objects are located undbtBean tab in theNowzaMediaServed?Pro

group. The JMX objects are organized based on the configured virtual hosts, applications and
applications instances. Monitoring objects will be created adddeletefly as applications,
applicationnstanceglient connections and streams are created and deleted from the server.

Remote JMX Interface Configuration

By default the startup and service scripts are configured to only expose the JMX interface to a
locally running monitoring application. You can also configure a remote JMX interface for
monitoringWWowza Servérom a remote computer. Both thJandWowza Servéanclude

remote JMX interfaces. Itis only necessary to configure one of thesatefaots to enable
remote monitoring. It is suggested that you uS¥dheaServeremote interface since it is

more easily configured and can be properly exposed througlehardofavare based

firewalls.

Wowza Media Server 3 built-in JMX interface configuration

The remote JMX interface built ilttowza Media Sen&can be configured through the
JMXRemoteConfigurationandAdmininterface sections of thpnstall-
dir]/conf/Server.xml file. Thssection contains the following settings:

JMXRemoteConfiguration - Enable, IpAddress,

RMIServerHostName, RMIConnectionPort, RMIReqgistryPort

TheEnable setting is a boolean value that can eittirreber falseand is the main switch to

turn on and off the remote JMX interface. The default vidiseisS#ing this value tsue

(with no further modifications to the other settings), will turn on the remote JMX interface with
authentication. The default username/password is admin/admin and the URL for invocation in
JConsole or VisualVM is:

service:jmx:rmi: INlocalhost:8084/jndi/rmi://localhost:8085/jmx
rmi

ThelpAddressandRMIServerHostNamework together to properly expose the JMX interface
to the network. In genertdielpAddressshould be set to the internal ip address of the server
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runningWowza Mediagbver 3andRMIServerHostName should be set to the external ip

address or domain name of the machine. For example, if the servéMownanlyledia

Server & behind a network translated ip address (NAT) such that the internal ip address of the
servers 192.168.1.7 and the external ip address is 40.128.7.4, the two settings should be as
follows:

<IpAddress>192.168.1.7</IpAddress>
<RMIServerHostName>40.128.7.4</RMIServerHostName>

With this configuration you would use the following URL to connect kdXhetdrface:

service:;jmx:rmi:// 40.128.7.4  :8084/indi/rmi:/l 40.128.7.4 :8085/j
mxrmi

TheRMIConnectionPort andRMIRegistryPort settings control the TCP ports used to expose
the RMI connection and RMI registry interfaces. These values only need to hié\¢lawzged
Media Serverr@ports port conflicts upon startup. The default values for these settings are 8084
and 8085 respectively. RidIConnectionPort corresponds to the first port number in the
connectiorJRL and theRMIRegistryPort to the second.

ThelpAddress RMIConnectionPort andRMIRegistryPort effect the connectiddRL in the
following way:

service:jmx:rmi://[ RMIServerHostName]:.[RMIConnectionPort)/jndi
/rmi:/[[RMIServerHostName]:.[RMIRegistryPort])/jmxrmi

If the remote JMX interface is enablédywza Media Serverupon startup will log the URL of
the currently configured JMX interface. This is probably the most reliable way to determine the
JMXURL o use to connect to the server.

To enable remote JMX monitoring through software or hardwarareassts f open TCP
communication for the two ports defined byRM#ConnectionPort andRMIRegistryPort
settings.

JMXRemoteConfiguration - Authenticate, PasswordFile,
AccessFile

TheAuthenticate setting is a boolean value that can eittiareoer falseand is the main
switch to turn on and off remote JMX interface authenticatior®askt@ordFileand
AccessFilesettings are the full path to the JMX password and access files.

The password file is a text file with one line per user. Each line coramanaeufollowed by a

space followed by a password. The access file contains one line per user. Each line contains a
username followed one of two access permission idergdnsjte or readonly. A sample

password filgnxremote.passworcand samplaccess filenxremote.accessan be found in

the confdirectory of the installation.

These files define three named users:
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admin (password admin) T access readwrite
monitorRole (password admin) - access readonly
controlRol (password admin) - accessread write
Note

Some Java Runtime Environments require that both the password and access files have read only
privileges. On Linux, this can be achieved by setting the permissions on both files to 600.

chmod 600 conjinxremote.access
chmod 600 conjimxremotepassword

JMXRemoteConfiguration - SSLSecure

TheSSLSecureetting is a boolean value that can eitliardoer falseand is the switch to turn

on and off remote JMX interface over SSL. SSL configuration can get quite involved. The
following online doguentation describes the process for enabling SSL with IMX:
http://download.oracle.com/javase/6/docs/technotes/guides/management/agent.htmli#gdemv

Admininterface/ObjectList

The Admininterface/ObjectList setting is a comma separated list of object types that you wish
to expose through the JMX interface. This list can contain any number of the following items:

Server - Server level connection and perfor mance info and notifications
VHost - Information about currently running virtual hosts

VHostltem - Details of currently configured virtual hosts

Application - Application level connection and performance info
Applicationinstance - Application Instance level connection and connection info
Module - Details of currently loaded modules

MediaCaster - Details of media caster objects (ie, live stream repeater)

Client - Details of each connected Flash session

MediaStream - Details of each individual serve r side NetStream object
SharedObject - Details of currently loaded shared objects

Acceptor - Details of currently running host ports or TCP ports

IdleWorker - Details of currently running idle workers

ExposingClient, MediaStreamand/or SharedObjectinformation can add significant load to
the server and to the JMX interface. You will most likely want to turn off this level of detail for
deployed solutions.

Note

When runningVowza Media Sen&as a Windows service, the JMX interface will not be
availale unless the service is running as a named user. To configure the service to run as a
named user, go &ettings>Control Panel>Administrative Tools>Serviceand right click on
theWowza Media Serveservice and seléttoperties Next, click on theog On tab, change
theLog on asradio toThis accountand enter a user name and password for a local user.
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Remote Management

Remote Management Using JConsole

JConsole can also be used to monitor a réMmtea Media Server 3 serv@nce you

configured theamote JMX interface as described above, run JConsole. Enter the remote JMX
interface URL into thRemote Procesdield. The default remote JMX interface URL for the
Wowza Media Sengbuilt-in JMX interface is:

service:jmx:rmi://localhost:8084/jndi/rmi :/llocalhost:8085/jmx
rmi

Finally, enter your user name and password into the provided fields anoliciettie
button. You should now be connected to the remote server and able to view the JIMX hierarchy.

Remote Management Using VisualVM

Another greabol for monitoringVowza Media Sengover JMX is VisualVM. VisualVM can
be downloaded from the following location:

http://visualvm.dev.java.net

Once you get it installed and running, it is best totimsti&IBean plugin. To do this select the
Plugins command from th&ools menu. In thévailable Pluginstab put a check mark next
to theVisualVM-MBean plugin and click tHastall button. Once you get this plugin installed
it will provide similar inforrtian to JConsole. You can sefatd JMX Connectionfrom the

File menu to add yoMowza Media Seni&to theApplications list.

Object Overview

This section describes the more important top level objects that can be used to monitor the
s er v er Onse apdauptifneo iThig @ection will not cover each and every object that is
exposed by the server. These objects are available WMdsvzhblediaServeobject in the
MBean section of JConsole and VisualVM.

Server

The server object contains informatiavualvhen the server was started and how long it has
been running.

VHosts

The VHosts collection includes information on each of the running virtual hosts. From here you
get access to each of the running applications and applications instances.ePbEideh lev
hierarchy (Server, VHost, Application, Applicationinstance) you can get detailed information on
number of connections (Connections object) and the input/output performance (IOPerformance
object).

IOPerformance

The Server exposes IOPerformancectdbpt many different levels of the object hierarchy.
These objects can be used to monitor server performance and throughput at that section of the
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server. For example the IOPerformance object under a particular VHost will display the
throughput of thaparticular virtual host.

Connections

The Server exposes Connections objects at many different levels of the object hierarchy. These
objects can be used to monitor client connections to that section of the server. For example the
Connections object undeparticular Application object will display the current clients connected

to that particular Application.

VHost/[vHostName] - HandlerThreadPool, TransportThreadPool

The HandlerThreadPool and TransportThreadPool objects expose information abouteach of th
worker thread pools that are owned by each of the virtual hosts. You can use this object to
monitor thread usage and load.

ServerNotifications

The ServerNotifications object publishes notification events pertaining to the connection limits
and connectiobursting capabilities of Wowza Media Séivewza Media Sen&can

generate the following notification events:

com.wowza.wms.connect.WarningServerLicenseLimit - connection accepted in
bursting zone (warning)

com.wowza.wms.connect.ErrorServerLicens eLimit - connection refused due
due to license limit

com.wowza.wms.connect.WarningVHostLimit - connection refused due

to virtual host limit

The body of the JMX notification message is a string with information about the virtual host,
application, application instance, client id, ip address and referrer that generated the event.
Notification events can be viewed in JConsole by navigatiniglBetlretab, opening the
WowzaMediaServegroup and selecting tBerverNotificationobject. Next, select the
Notifications tab and click thBubscribebutton. All events will display as new rows in the
Notifications list. Only events that occur after you subscribe to the notifications will be
displayed.
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Virtual Hosting

How do Itlenultiple users shahomga Media Sergenz2r

owza Media Sen/&can be configured to run multiple virtual host environments. Each

of these virtual host environments has its own set of configuration files, application

folders and log files.hib enables a single server to serve multiple users in separate
environments. By default the server is configured with a single virtual host named
_defaultVHost .

Configuration Files

Below is a description of the VHosts.xml file in the conf directbis/ikad to define a virtual
host.

VHosts.xml

The VHosts.xml configuration file is used to define each of the virtual host environments. Below
is a description of each of the items that are required to define a virtual host.

VHosts/VHost/Name
The name dahe virtual host.

VHosts/VHost/ConfigDir

The configuration directory for the virtual host. The contents of this directory will be described
below.

VHosts/VHost/ConnectionLimit

The maximum number of simultaneous connections this virtual host can Kubpisoralue is
zero the virtual host can have an unlimited number of simultaneous connections.
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Typical Configuration

Letds jump in and | ook at a typical VHosts. xn
two virtual hostshostlandvhost2

<Root>
<VHosts>
<VHost>
<Name>vhostl</Name>
<ConfigDir>/home/vhosts/vhost1</ConfigDir>
<ConnectionLimit>0</ConnectionLimit>
</VHost>
<VHost>
<Name>vhost2</Name>
<ConfigDir>/home/vhosts/vhost2</ConfigDir>
<ConnectionLimit>0</Conne ctionLimit>
</VHost>
</VHosts>
</Root>

The directory structure for these two virtual hosts would be the following:
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[/home/vhosts]
[vhost1]

[applications]

[conf]
Application.xml
Authentication.xml
DVR.xml
HTTPStreamers.xml
LiveStream Packetizers .xml
LiveStreamTranscoders.xml
MediaCasters.xml
MediaReaders.xml
MediaWriters.xml
MP3Tags.xml
RTP.xml
StartupStreams.xml
Streams.xml
VHost.xml
admin.password
publish .password

[content]

[ keys ]

[logs]

[vhost2 ]

[applications]

[conf]
Application.xml
Authentication.xml
DVR.xml
HTTPStreamers.xmi
LiveStreamPacketizers xmi
LiveStreamTranscoders.xml
MediaCasters.xml
MediaReaders.xml
MediaWriters.xml
MP3Tags.xml
RTP.xml
StartupStre  ams.xml
Streams.xml
VHost.xml
admin.password
publish.password

[content]

[keys]

[logs]
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Note

See the logging section for instructions on how to configure per virtual host logging.

The process for virtual host configuration is veryesinattual hosts are defined in the

VHosts.xml file in the conf directory. Each virtual host gets its own configuration directory
structure that contains an application, conf and logs directory. Each virtual host gets its own set
of configuration files.

It is very important to note thatowza Media Serveoly supports iaddress/port based

virtual hosting and does not support domain named based virtual hosting. What this means is
that in VHost.xml each virtual host must define HostPort entriegwgitie ipaddress and port
combinations that do not conflict with other virtual hosts defined on a given server. The
following combinations represent valid vhost port configurations:

vhost1.:

<HostPort>
<IpAddress>192.168.1.2</IpAddress>
<Port>1935 </Port>

<HostPort>

vhost2:

<HostPort>
<IpAddress>192.168.1.2</IpAddress>
<Port>1936 </Port>

<HostPort>

Or

vhost1.:

<HostPort>
<IpAddress>192.168.1.2</IpAddress>
<Port>1935</Port>

<HostPort>

vhost2:

<HostPort>
<IpAddress>192.168.1.3 </lp Address>
<Port> 1935</Port>

<HostPort>
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Through the JMX interface and the VHosts.xml configuratjetirtilal hosts can be added,
modified and deleted on the fly without stopping and restarting the server. The virtual host
operations can be accegbenligh JConsole. First, with the server ruystangg JConsole and
select th&/Beantab. Open th&/owzaMediaServegroup and select t&erverobject. The
virtual host operations are found undefQperationstab. There are three operations of
interest:

startVHost - start an individual vhost by name
stopVHost - stop an individual vhost by name
reloadVHostConfig - reload the VHosts.xml

configuration file

To add a new virtual host without restarting the servéfiHediis.xml, add a new viral host
definition thencopy and configure a new set of configuration files as described above. Next,
open JConsole and navigate t&tm@erobject and click threloadVHostConfigto reload the
VHosts.xml file. Finally, enter the name of the newaliiast into the text entry box next to
thestartVHost button and click the button. The new virtual host will be started immediately.
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Examples & AddOn Packages

What do each of these examples do and where do | get AddOn Packages?

owza Mediae®ver3 ships with many examples that highlight the functionality of the
server. This chapter describes each of these exampldsbe\Flaslkexamples are
implemented using ActionScript 3.0.

Wowzaalso provideseveral AddOn Packages that extendrénashee the functionality of
Wowza Media ServeNBhile some AddOns are already-byitbthers need to be downloaded
and installedSome of the Add@s are available for free, while othexgequire the purchase

of a specific licensgepending on éhEdition being useid, order to run the AddOn.

An up to date list of AddOn Packagesbedaund here:

AddOnPackages

For the most up to date information, tutorials and tgustheArticle section of the Wowza
forums:

http:/Mww.wowza.com/docredirect.php?doc=forumsHome

Note

In the root folder of each example is a README.txt that contains any extra instali&tioat step
are necessary to make the example furiaierew the examples, navigate to [wavetal
dir[/fexamples

SimpleVideoStreaming

This example includes a video on demand player for Adobe Flash and Microsoft Silverlight. It
includes source code forobg Flash CS3 or greater, Adobe Flex 3 or ghéiatesoft

Silverlight 3 or great@nd an Open Source Media Framework (OSMF) based Flaslit player
utilizes thelefault stream type.
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LiveVideoStreaming

This is an Adobe Flaskamplehatillustrates howo setup and playback live videmcludes

source code for Adobe Flash CS3 or greater, Adobe Flex 3 or greater, Microsoft Silverlight 3 or
greater and an Open Source Media Framework (OSMF) based Flatruplengsr thdive

andrtp-live streamytpes.

LiveDVRStreaming
This is example illustrates how to setup the nDVR to record and playback a Live Video.

VideoChat

This is an Adobe Flaslamplé¢hatillustrates how to implement video chat between two users.

It utilizes theive-lowlatencystreamytpe and uses the Camera and Microphone objects to obtain
video and audio content. The example can either stream video and audio data between two client
connections or loop the data back to itself.

VideoRecording

This is an Adobe Flaskamplehatillustates how to implement client to server video recording.
It utilizes theecordstream type and uses the Camera and Microphone objects to obtain video
and audio content.

TextCha t

This is an Adobe Flaskamplehatillustrates how to implement a simpledieat applicatioit
utilizes thelefault stream type.

SHOUTcast

This is an Adobe Flaskampldhatillustrates how tstream SHOUTcast MP3 or AAC+ audio
data throughVowza Media Sengr It utilizes thehoutcaststream type.

RemoteSharedObjects

Thisis an Adobe Flagixamplehatillustrates the basics of remote shared objects. It implements
the basic remote shared object interface and the onSync event handler to highlight how data is
synchronized between client connections. To see the datangaticiman action, try opening

two instances of the example. While you make changes in one instance you will see the data
update in the other.

ServerSideModules

This example is referenced by the Womza | DE:
how to create your first custom server side module.
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MediaSecurity

Wowza Media Systems provides a media security package that includes SecurdTdken and
Authenticatioriunctionality as well as a document that covers other methods of démurag
Media ServeB. To obtain the latest version of this packagiethe following Wowza Media
Servesupport articte

http://www.wowza.com/docredirect.php?doc=addOnMediaSecurity

BWC hecker

This is an Adobe Flaskamplehatprovidesa means for testing the bandwidth between
individual Flash client connections\Afmvza Media Sen&r It includes both a debugging tool
that can be used to interactively test bandwidth as well asdabiat you can embed into
your Flash application.

LoadBalanc er

Wowza Media Systems provides a dynamic load balancing package that you can add to the
Wowza Media Sengr To obtain the latest version of this pac¢kégiethe following Wowza
Media Swersupport articte

http://www.wowzacom/docredirect.php?doc=addOnDynamicLoadBalancing
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